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Abstract— We propose two lightweight techniques to detect
masquerade attacks on wireless sensor networks (W3$3NOur
solutions take into consideration, important WSN ppperties like
coverage, connectivity, data aggregation and speicf
communication patterns. The two proposed techniques
complement each other when used concurrently. The utual
guarding (MG) technique does not work when nodes a&r not
completely covered by their neighbors or when adveary has
shorter transmission range than the sensor nodest &lso does not
protect nodes near the boundary. The SRP techniqudoes not
have these drawbacks. In this paper, we present oysroposed
techniques and analyze their performance in terms fosuccessful
masquerade detection rate and traffic and computatinal
overhead.

. INTRODUCTION

Clusterheads aggregate sensor readings from seiisdrs
are in their communication range and forward alsiqgcket
towards the base station. Clusterheads are noenabs nodes
and the role of clusterhead is rotated among thdesioWe
defineiteration as the data gathering cycle during which each
sensor node sends locally sensed data to the rtlaatk and
clusterheads forward the aggregated data [3] thdse station.
The base station is resource rich whereas sensiesnare
resource-constrained. We assume that the link lsysgliable
and that the sensor nodes are statiorR¥WRdenote the initial
battery power of sensor nod&s.denotes the energy consumed
for sending a packet wheregs denotes the energy consumed
for receiving a packet.

B. Trust model

We assume that the base station is physically gdaathd

Wireless Sensor Networks (WSN) consist of smaltannot be compromised. Every sensor node sharegaaaa;e
devices—called sensor nodes—with RF radio, processeecret keyK, with the base station. This secret key is used to
memory, battery and sensor hardware. One can phgcisencrypt the locally detected intrusion informatighich is sent

monitor the environment with widespread deploynafrithese
devices. Sensor nodes are resource-constrainexins tof the
RF radio range, processor speed, memory size amerpo
WSNss follow specific communication patterns as dised in
[5]. Apart from this, sensor nodes are generalyi@bary. The
traffic rate is very low and traffic is periodic agll. There
may be long idle periods during which sensor nodes off
their radio to save energy consumed by idle listgni
Recharging or replacing batteries is expensive aiay not
even be feasible in some situations. Therefore,
applications need to be extremely energy-aware.

to the base station. This secret key can be embaddesensor
node, at design time, while it is programmed. Theebstation
securely informs about the addition of new nodestheir
neighbors. Therefore attacker can only masquerade a
immediate neighbor. Below we discuss the attackehod

C. Masquerade Attack model

We consider a setting in which an adversary is dddé¢he
network and it assumes tfee of one of the nodes fromto N.
There is no deterrent to prevent adversaries froging as one

WsSof the nodes withd from 1 to N. Adversaries must follow the

MAC protocol being used by nodes in the network.

WSNs are mostly unguarded. Hence capturing a node To the best of our knowledge, we are the first toppse

physically, altering its code and getting privatéormation like

cryptographic keys is easily possible for an attackVireless
medium is inherently broadcast in nature. This rsakteem

vulnerable to attacks. These attacks can disrepopreration of
WSN and can even defeat the purpose of their depay. An

adversary can launch DoS attacks without much effen.

even without cracking keys used for cryptographgeoh
solutions). Masquerade attacks can be very dangdyecause
adversaries can launch other attacks and can héti#é and

project themselves as legitimate nodes. Therefoesquerade
detection mechanisms are necessary. To be pratticaéal-

life WSN deployments techniques for detecting masade

attacks should be lightweight. Next we discuss W&bblogy,

trust, and masquerade attack models used in ody.stu

A. WSN Model

masquerade detection techniques for WSN. In thieviihg
sections we present our proposed detection stemteghalyze
their performance, draw conclusions and summarize o
findings.

[I. PROPOSEMMETECTIONTECHNIQUES

We propose the two techniques to detect masquettaleks
in WSN. Both techniques compliment each other wheed
concurrently and enhance the detection probakéityshown
later. The mutual guarding technique presentechis paper
provides a significant extension of the work présdrin [2].

A. MG: Mutual guarding

As stated earlier, nodes are stationary and nevesade
added securely to the network. An attacker canmassheid of
only the immediate neighbors because receivingcagidrom

We assume thall sensor nodes equipped with isotropiGomeone that is not a neighbor is an anomaly. Sityil

antenna of ranger and sensing radius are uniformly
distributed in a square area of lengd such that they
completely cover the area and remain connected. bdse
station is placed in one corner of the square area.

receiving packet with sourdd same as your owd is also an
anomaly. When two nodesandd are in communication range,
the common area (area with stripes as shown irljign which
the packets sent by both of them can be receiveditsto be



mutually guarded by them. In Fig. 1, when an adversaky handled reliably and a packet sent is receivedeialinay be
sends a packet by setting sourcal to s, s also receives the after retransmits).

packet.s detects the presence of the attacker that masdpera  Attacker can perform DoS attack on the above smiubiut
as itself. Thus the adversary cannot masquerade @sd it can be detected easily. If adversary broadeagiscket thadl
without getting detected when it is located in toenmon area. broadcasts then receivers will receive two suchkgigc(one
Generalizing, when node has neighbors around it and if thefrom adversary and one frod) in a time period that lasts far
neighbors’ transmission area overlaps with the wtarea in iterations. This is an anomaly and it can be gukdbat
which nodes can transmit, then the attacker cannot masqueradéversary is performing DoS attack on SRP.

as any neighbor to node Receiving a packet sent #y by

changing the sourciel to s, is an anomaly for a node that has .  ANALYSIS

never received a packet fromm A node can thus detect the In this section, we analyze our proposed stratéigiearms
presence of the attacker that masquerades #iem these ¢ gccess rate of detection, overhead and itcctefia the
observations. network lifetime.

A. MG method

Consider sensor nodes deployed (as shown in Fign 2
square area of lengthV. This deployment uses minimum
number of nodes to cover the whole area. The depay
shown here is similar to the one presented in\(é. consider
this deployment only for analyzing MG method.
' (N+21)r=w !

a
"V N\
Fig. 1:soverhear®\ masquerading &s

The MG method detects presence of attackers that ha
isotropic antennae with transmission range equalrtgreater
than that of the sensor nodes. The transmissian @reodes
needs to be completely guarded by its neighbors.NWS
deployment takes both coverage and connectivity amtcount
and hence MG method works for all the internal moderig. 2: Optimal deployment for coverage and corinitgt Nodes are
(because they are completely guarded by neighbNcep that located at the center of the circles thatraapart.
if A has a directional antenna or a shorter rangeach@tbut The number of nodes in each row Ne ThenN= N,? and
not s then it will go undetectedeven if it is located in the w
common area. Our next method called SRP, is momgplex ~ W=(N; +1)r. Therefore N :{T—‘ —1. Nodes closest to the
but does not have this drawback.

border are not completely covered. Hence they matl always
B. SRP: Verification of the number of packets sent arige able to detect an attacker masquerading asniiginbor.
received for masquerade detection

As stated earlier, if attacker assumesithef a node that is
not a neighbor, then it is an anomaly and attaaer be
detected easily. Our proposed solution works for QA oo . .
protocols that avoid collisions by guaranteeinglesige access 8N, — 16 nodes if it finds proper place to transmit framd it
to the RF channel at any given time (e.g. TDMA, .802or can perform masquerade attack on approximatély 4 4
CSMAJ/CA [4] with RTS, CTS, DATA and ACK). Using RF "Cdes.
channel random access techniques, adversaries asquarade Proof: Only the nodes that are closest to the bordemate

theid of nodes by transmitting data in the time slot allocated td:ompletely Covgred. In fig. 3, adversdkygan assume thiels
s. If adversary fails to follow MAC schedule or iblision is of m, n, ory. x will not be able to detect this masquerade attack

becausen, n andy will not receive the packets sent Ay

Theorem 1: Attacker has transmission range at least as leng a
the deployed sensor nodes. Then for the optimdbglegent as
shown in fig. 2 attacker can assume itie of approximately

detected (for the above collision avoiding MAC joails) then
it is an anomaly. It indicates the presence of @acker. Our S
proposed technique can now be described in detédlws: ! m \‘

Letd be a node. Leg denote its™ neighbor fori > 0. The T T
following test is performed everfy iterations.s keeps track of ‘,\’\ \>(
distinct number of packets seis;{) to d during the time period Border ! \\/_'__,/' \ \‘
that lasts forT iterations.Then d broadcasts a single packet \/'".x RN ,"y !
containing the number of packets it received freismeighbors AU /\\ )
(Rs1o Rs2e Rszg ---)- If Rsig> Ssig then we conclude that there is \“:‘2’: ' ’/
an adversary (one or more) that masqueradssldete that we \ o
assume for simplicity of discussion that the liakdr is reliable \\\ A

which implies that packet losses due to noisejsiolis etc. are , , ~--=" .
Fig. 3:x will not detect adversarik masquerading as, n ory.



So adversary can assume thds of nodes that are 1 or 2 hopsdetected, receiver incremeni;y. Original sender does not
away from the border if it places itself at an apgprate know that instead of its packet the one from theceshry with
position while performing the masquerade attack. stronger signal is accepted. And it incremelis WhenRgi=

The number of nodes that are closest to the basd®, — S;q, SRP is defeated. Therefore probability with which
4 and only these nodes are vulnerable to masquexttadek. adversary succeeds is p1(1-p2)(1-p3)......ceeercemmmnceceeeeaann(1)
Inner nodes are completely covered by their neighb®he
number of nodes that are 2 hops away from the basd§N, — Packet overla p1

2) —4=4N; —12. Total number of nodes that are not more than 2
hops away from the border i&8— 16. Adversary can assume

the id of any of these nodes while performing masquerade 1P

P2

attackm

B. SRP Method

In order to make it difficult for an adversary taegs the
transmission time of a node, we can easily assinaenodes
transmit packets at a random time during theirttb time
slot. Collisions can be detected when packet wttbnger
signal is received last [7]. With minor modificaticto the
packet structure in fig. 4 (including source addrigsthe tail),
collisions in which packet with stronger signakézeived first
can also be detected [7]. This increases the mnilidetection
rate to a theoretical maximum of nearly 100%. Bhew two
packets arrive at exactly the same time, collistamnot be
detected at all [7].

Preamble |A| Headers‘ Data

Lo |

Synch Bytes CRC Bytes

Fig. 4: Packet format (Courtesy [7])

There are two possibilities in this case. (i) Bptitkets are lost
or (i) One with stronger signal is received.

Adversary can transmit only in the time slot all@chto
the node it is trying to masquerade as. If it traits in the time
slot that is not allocated to the node it is masadiag as, then
it is an anomaly. Adversary can be easily detedtedp; be
the probability with which the packet sent by thdversary
overlaps with the packet sent by the node thattheersary is
trying to masquerade as. Lpt be the probability with which
the adversary sends data packet at the same tinseaas
collision is detected at the receiver. lmthe the probability
with which both packets are lost provided collisicemnot be
detected. Let) be the probability with which adversagyesses
that the previous packet was lost at the receiwarabse of
interference. It can be noted that it is hard tesguthis.

Collision cannot be detected | Collision can be detected

Ps Nps

Both packets lost |One with stronger signal is accepted

Fig. 5: Probabilities in Lemma 2
In the second case, an adversary successfully reastps a
packet when (i) there is a packet overlap, (iilisimn cannot
be detected, (iii) both packets are lost, (iv) adagy guesses
that both packets are lost and (v) adversary saeds packet
such that it does not overlap with packets from s.
In this case both (one from the adversary and ma briginal
sender) packets are lost at the receiver and icwllisould not
be detected. Hence original sender does not knaw ite
packet was lost in a collision and the receivaradmot detect
the collision. Original sender incremerg. Adversary sends
next packet and receiver incrementsRtg after receiving it.
Then Ri= Sis, and SRP is defeated. The probability with
which adversary succeedog1-po).Ps-q(1-Pr) - cvvmeennnen (2)
Thus, the probability with which adversary succedds
masquerading a packetRs p;.(1-p.).(1-ps) + p1(1-p2)-ps-g(1-
L) - e et et e e from (1) and (2).
Probability with which the adversary succeeds irseu@rading
m packets iP™. Probability with which adversary is detected
while masquerading packets is 1P™ and theorem followa.

For overhead analysis, we divide the square aréa in
eccentric circular strips of widtR=r with base station at the
center. This helps us count the approximate nurabbops for
clusterheads located in the strip to reach the btsen. Let
W=cR for some constant. We call an areak‘th strip” if all
nodes in that area are not farther tkRand not closer thafk-
1)Rfor k> 1. So nodes in strik are not less thakhops away
from the base station. We compute the area of kirif next.
FromS,we compute the approximate number of nodigsand
the approximate number of cluster hed@lsin stripk. Then we

Theorem 2: The probability with which the adversarycompute the lifetime of the WSN and decrease #tifife due

successfully masquerades one packet.[d-p.).(1-ps) + p(1-

p2)-p3-q{(1-p;). The probability that the adversary is detecte

while masqueradingn packets is1-(p;.(1-py).(1-ps) + pai(1-
P2).ps-0(1-py)™.

Proof: Adversary successfully masquerades a packet in 2 4

ways.

In the first case, adversary succeeds in masqueyadpacket
when (i) the packet sent by the adversary ovendgtsthe one

sent by the original sender, (ii) collision canbet detected at
the receiver and (iii) adversary has sent packéh wironger

signal. In this case receiver recovered a pack#t stronger

signal and it was sent by the adversary. Sinceasamil is not

to periodic SRP is run evefyiterations.

Eemma 3: Area of stripk, &
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0, a, A, andA, are as shown in fig. 6.
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Fig. 6: Area divided into c strip§ is marked with stripes.

_ . . . k?R?%0
Proof: Area of sector with radiukR and angle is >

Difference between the areas of sedt@nd k-1) gives us the
area of the k™ strip for O<k<c. Hence S
2k —1)R?
g
Next we calculaté&, strip fork>c. To calculates, we find
the area of the track of widtR, radiuskR, angled with the
center and subtract twice the addition of arkasandA2. Fig.
7 shows detailed are@d andA2 from fig. 6.
From fig. 7(a) it can be

2p2
k'R T _k2R%sin 2 |cos &
2 2

shown that

A]_:

Details of computing Aare not included here because of space

limitations.

t0.wW

h=kR cos{/2) a

1114+012

(b)

(@)

Fig. 7: (a) Area Al is shown above; (b) A2 is tgepqr.
From fig. 7(b) it can be shown that area of trizngiqr,

-W W R
A2: + E
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/)

sm(z +Ej ........................................................... (5)
Fork> ¢, §
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2
By trigonometry, it can be shown (Proof is not ud#d here

|

because of space limitations) tiéat ]—27— 2cos‘1(

ando = cos’l(ﬂj -cos?
kR (k-DR

Lemma follows from (3), (4), (5), (6) and ().

Let 6 be the density of nodes i.e., number of nodesipir
area. Nodes that are in direct communication radnge the
aggregator form a cluster. L€t be the number of aggregators
in stripi.

(k-D)R

Lemma 4: The total number of packet transmissions in one

iteration i.e., local aggregation by clusterheadsd a
transmission of results to the base station is
K K
ZCi.i +Zci (R?5 -1 for C =i2, 1<i<4/2 ¢ and
b = R
i=1 i=1
K= \/E C.
Proof: Densityd= 2 Average number of nodes in stkp
c
Nk = S * . Hence the approximate number of clusters in strip
N .
k, G =—X =i2for 1§k§\/§c. Maximum value ofk

TR*S
(denoted byK), isv/2 ¢ because length of the diagonal of the



square area is/2 W andW=cR Total number of packets sent IV. RESULTS
to all the aggregators by their immediate neighb@ss To calculate the probability of success of the $R#fhod,

let us assume that packet sizé Isytes and the preamble of the
ZC (7R?J -1). Total number of packets aggregators send foacket ben/10 bytes in size. We say packets overlap whenever

i=1 a small fraction of the packet overlags. is the probability
K with which the adversary succeeds in guessing itine tat

the base station 13 C;.i . Hence the total number of packetwhich the original node may send the packet. SWteN
i=1 traffic is low and intermittent, it is safe to asse that there is

transmissions in one iteration i.e., local aggregatand quite a bit of idle time during which nodes do transmit even
transmission of results to the base station iguring their allocated time slots. Hence it is idifft for an
K K adversary to send packet at approximately the tamethe
ZCi i+ ZCi (TR?°5-1).m original node so that at least some part of paaketslap at the
i i receiver. Therefore we consider valueppfrom 0 to 0.3 for
Nodes in the first strip do the maximum work byanalysis.

forwarding packets of all the other nodes to theebstation. When collision happens, we assume that it cannot be
Hence they die first. Therefore network lifetimettie lifetime detected even if only a fraction of preambles @amrp,=1-

K P(collision cannot be detected) =1- (2*size of pnbke)/(d)=1
of the nodes in the first strip. Lerrom—ZC jand -0.1=0.9.

i=1 It is very hard for an adversary to guess thap(évious

packet collided, (ii) collision could not be detttat receiver
Gi= ZC (71R25 D). Asrrite denotes the network lifetime in and (iii) both packets were lost. But still we gibenefit of

i=1 doubt to adversary and assume that adversary alsvegeeds
number of iterations when SRP is run affeiterations.Ay. N guessing it i.eq=1.
denotes original lifetime without SRP. Aggregatarsstrip 1 For the purpose of analysis we tgie0.9 [7]. It can be
receive C,(IIR% -1) packets from other nodes in strip 1 andeen from figs. 8 and 9 that the probability ofcass is almost
K 1 whenp, varies from 0.1 to 0.3; varies from 0.1 to 1 anch
ZCi packets from nodes in other strips. They seEiCi is 1 or 2. The probability of success increasemascrease or
i=2 i=1 aspz increases. It also increasegaslecreases.

packets to the base station. The total number aofdse ) _
Probabilty of success when m=1

K
performed by nodes in strip 1 §=C,(/IR% -1) +Z:Ci . 0.995

= 0.99 o . N

6 98 1 ____.,4.—_-———-——""""4'_' ——p1=0.1

0 §75 g pL=02
) ——p1=0.3
0.97

0.965
0.96

o
©
@
a1

K
Whereas total number of receivesRgC,(ITR% -1) +Z:Ci .
i=2
Therefore approximate lifetime of network in itéoas=
Approximate lifetime in iterations of closest node&.

Prob of success

N,.PWR . . . 01 02 03 04 05 06 07 08 08 1
=——1 _— whereN; is the number of nodes in strip 1. 03
ES + RlEI’
Fig. 8: Probability of success wher1.
Theorem 5: N. PWR Probaility of success when m=2
Asrpiife = = 5 when SRP 1
ClEs +C1(77R 5—1)Er e 0 "
TlES + RlEI' +( T g 0.9996 - "4‘—_"*4‘__‘__—‘—4.—_‘—_—‘
] ) ) = 0.9094 ——p1E01
is performed everY iterations. = 09992 | —4—p1=02
Proof: When SRP is used, clusterheads in strip 1 tran€mit | § o | —m-pl=03
packets to their neighborRy; values) whereas nodes in strip 1| * o.0ss |
receiveC,(IIR% -1) packetsThe amount of energy consumed| 0. -—
. . . 2 0.1 0.2 0.3 04 05 0.6 0.7 08 09 1
by nodes in strip 1 during SRP GgE, +C,(7/R“0 -1)E, . 03
Therefore the overhead (or the energy consumedRR) Sf
25 Fig. 9: Probability of success wher2.
SRP per iteration iglES *GOUR0 - DE, Theorem We use the following parameters [1] to evaluate the

T overhead of SRP method.
follows.m

Data rate= 38.4 kbps
Packet size=100 bytes
Max packets transmitted by radio/sec=48




Time for radio to transmit a packet=0.02083 sec schedules, is used then the overall network lifetimill
Es=138.3112J increase by increasing density. But the effect wérbead of
Er =54.9912 J SRP on network lifetime will remain the same.

RCS5 encryption/decryption energy per packet= 0.076 Overhead of MG technique is negligible since it suse
mJ. passive listening. Data packets are not transmitéaen both
Initial node energy=100 techniques can be used at the same time they cam owre

ForN=15676,r=25,W=1000 we calculate the overhead ofscenaris in which attacks can occur. Results mfia 1 can
the SRP technique. In one iteration data packeis fall the 4 included here.
nodes reach the base station. The graphs belowagi$p

Qecrgase in lifetime when SRP is run after differmmmber of V. INFORMING BASE STATION ABOUT LOCAL
iterations. INTRUSIONDETECTION
Period of SRP in terations
1 : : : : : ‘ ‘ ‘ ‘ Any node that detects anomaly or intrusion infortne

600
1100
1600
2100
2600
3100
3600
4100
4600

base station securely about it using the sharegtskey. This
can be done after detecting any type of attack (ost
masquerade attacks). This work is part of our gdner
framework for intrusion detection and is not inetddin this

paper.
-—-0-0~0-0~1~o~...~.~.~.~.~.~._._.~.
VI. CONCLUSIONS

We proposed two lightweight techniques for detegti
0.001 e Docrense i fotime whom SR 1 veod masquerade attack. Our solutions take into accooportant
WSN characteristics such as coverage, connectivity,
e Decrense in lifetime when SRP is used aggregation and communication patterns. Our mault® can

25 be summarized as follows.

\ 1. Both methods are independent and compliment edwr ot
in preventing attacks.

2. MG method fails to protect nodes that are one hwaya
from the border or when attacker has shorter
communication range than sensor nodes. SRP ovescome
these drawbacks at a reasonable cost.

M_, 3. MG method incurs insignificant overhead as it usaly

2 s 4 s 6 7 8 0 101112 1514 15 16 17 18 10 20 passive Ils_te_nlng. SRP decrease_s network I|fet|merﬂy

Period of SRP in terations 1% when it is run after 30 iterations. Overheads&P is
Fig. 10: % decrease in lifetime against numbeteytions after minimal. . . .
which SRP is run. 4. The probability of success is very high for SRP.
Network lifetime decreases by 23% when SRP teclniqu

is run after every iteration. The overhead is quiteall and

reduces the network lifetime by only 1% when SRRus
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