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Abstract—We present a novel paradigm ofopportunistic net-
works or oppnets in the context of Emergency Preparedness and
Response (EPR). Oppnets constitute the category of ad hoc net-
works where diverse systemsyot employed originally as nodes of
an oppnet, join it dynamically in order to perform certain tasks
they have been called to participate in. After desibing the opp-
nets and their operation, we discuss th®ppnet Virtual Machine
(OVM)—a standard implementation framework for oppnet agpli-
cations. We also signal the critical oppnet privacyssues. Oppnets
can significantly improve effectiveness and efficirey of EPR—
one of the six mission areas within the national sitegy for
Homeland Security. They can also improve diverse bér applica-
tions, including agriculture, environment, healthcae, manufac-
turing, surveillance, and transportation. Oppnets &ould create
new application niches as yet hard to imagine. Tde best of our
knowledge we have been the first to define and exypk oppnets.

|l. INTRODUCTION

omeland security is perhaps the most crucial chgdle
facing the United States today. The “National ®ggtfor
Homeland Security,” published by the Office of Hmm

many new categories of networks including wireless,hoc,
mobile, and sensor networks [AgZe02, lyBr03].

To the best of our knowledge, opportunistic netwak de-
fined by us are the network subarea not studiedthgrs’ An
earlier paper co-authored by one of us [BLRWO04] tiesfirst
to define opportunistisensometworks, a subclass of oppnets.
This paper, after describing the oppnets, showlcatility of
oppnets for EPR applications.

Oppnets differ from traditional networks, in whittte nodes
of a single network are all deployed together, lih size of
the network and locations of its nodes pre-desighedpp-
nets, the initiaseed oppnegrows into arexpanded oppnédty
taking in foreign nodes. In other words, oppnetsstitute the
category of networks where diverse devicest employed
originally as its nodes, join the original set aeéd” oppnet
nodes to help the oppnet realize its goals. Welsatythe new
nodes becomkeelpersfor their oppnet.

Oppnets deployed for EPR can count on free help¢chwh
provides a tremendous leverage of the oppnet clipesbi
This is the main reason why oppnets can have a inyggct in
numerous application domains.

land Security [NSHSO02], identifieEmergency Preparedness For EPR, oppnets have a significant potentiakéstuction
and Respons(EPR as one of its six mission areas. The goalt human suffering and loss of life in natural andn-made
of EPR is stated as preparintp “minimize the damage and gisasters, and for improving effectiveness anctiefficy. For

recover from any future terrorist attacks that magcur de-

spite our best efforts at prevention. An effectagponse to a
major terrorist incident—as well as a natural disas—

depends on being preparéd.

We propose a new paradigm and a new technologhgdcal

example, by enabling improved communications anditos
ing of people and infrastructure, they can contsbto the
safety and security of first responders and victimthin pos-
sibly damaged elements of the infrastructure.

Oppnets will have a strong impact on domains othan

opportunistic networksor oppnets that can make these two EPR, both within Homeland Security applicationsd aut-

EPR initiatives more effective and efficient. Inrfpeular, it
can provide a wealth of modes of communicationsisgnde-
vices, and other tools to the first responders\actims.
Oppnets are a new broad category of applicatioredri
computer networks. Defining a new subarea has maaye-
dents in the computer network area, the objectctiVe re-
search for decades. During this time, investigatesised
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side. In addition to EPR, the former include: ilggince and
warning, border and transportation security, doinestunter-
terrorism, protecting critical infrastructure, ardkfending
against catastrophic terrorism [NSHS02]. The latt@ght
include agriculture, environment, healthcare, mactufring,
surveillance, and transportation. Oppnets will |laatwork
technology into new application niches as yet harighagine.

Oppnets inherit many capabilities and charactesstiom
ad hoc networks and P2P systems, in particulate tacaliza-

TThe name “opportunistic” is used for networks otiigan our oppnets.
However, their “opportunism” is quite restrictedg.¢ limited to opportunis-
tic communication, realized when devices are witkéich other’s range. In
contrast, our oppnets realize an opportunistic roand an opportunistic
use of resources acquired by the opportunistic tirow
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tion and self-organization qualities from ad hotwweks, and
growth-by-joining abilities from P2P systems. (Roore de-
tails on relationship of oppnets to P2P see [LiK{506

We begin this paper by describing in the next secthe
basic oppnet operations. Section Il discussespttoposed
standard implementation framework for oppnets. iBectV
summarizes the critical privacy problems in oppn&gsction
V includes a brief overview of related work. Sentidl con-
cludes the paper and sketches plans for future.work

Il.
This section shows basic oppnet activities andiegidns.

BAsIC OPPNETOPERATIONS

A. Seed Oppnets and Oppnet Helpers

Seed OppnetsAs }
//

a realization of the /

first requirement,

each oppnet starts

as aseed oppnet

i.e., a set of nodes See‘j N°des

employed together

at the time of the

initial network deployment (cf. Fig.1). The seed pre-

designed (and can be viewed as a network in its rigtr). It

might be very small, in the extreme consisting efrgle node.
A subset of seed nodes constituteslistributed Control

External Link

Distributed
Control Center

Figure 1. Seed oppnet.

dresses located in its geographical area. Anotkemple of
true discovery could involve an oppnet node scanritme
spectrum for radio signals or beacons, and cofigatinough
information to be able to contact their senders.

Discovery (including lookups) can be done by anyanse
possible, both traditional and novel (cf. [GUAAQ5])he for-
mer may include contacting via wired or wirelessetnet,
cellphone, Bluetooth, ham radio, microwave linkateflites,
power grid, etc. The latter might exploit capalgkt of Soft-
ware Defined Radio [Abou06].

Candidates, Helpers, and Utilizing Helpers: Those of the
potential helpers that are considered promising amedcon-
tacted by an oppnet, become d@@ndidate helper®r candi-
dates Candidates admitted into an oppnet become ifsehsl
Oppnets can utilize resources of helpers to sicanifily en-
hance their capabilities. This has the form ofetaging of all
kinds of resources and “skills” (provided by smartintelli-
gent software) that new helpers bring with themtHhis way
oppnets obtain a lot of help effectively and eéidly (even
for free in emergency situations as discussed)later
Oppnets are able to explaiormant capabilitiesof their
helpers. For instance, even entities with no obwisansing
capabilities can be used for sensing: (a) a destdop‘sense”
its user's presence at the keyboard; (b) a sméngeeator
(with an embedded processor) monitoring openingsofloor
can “sense” presence of potential victims at home disaster

Center (CC). CC can grow by admitting other seed nodes @area. As another example, the water infrastrucsemsornet

helpers, and shrink by expelling any of its nodes.

In addition to regular helpers, we can also hktes (i.e.,
“lightweight helpers” of limited capabilities). Hetrs but not
lites have the capability to discover and admiteotelpers.

At any moment, a node belongs to only one of tha f
categories: (i) CC nodes; (ii) “seed nodes,” whiehlly are
the seed nodes that are not CC nodes; (iii) “hsl|pevhich
really are the helpers that are not lightweight éw) lites.

Potential Helpers and Their Discovery: In general, the set
of potential helperdor oppnets is very broad, including com-
munication, computing and sensor systems, bothdwaed
wireless, both free-standing and embedded. Furitwermas
pervasive computing continues to progress, the pbolndi-
dates will continue increasing dramatically: inrastructures,
buildings, vehicles, appliances, etc.

More densely populated areas will have, in generdknser
coverage by potential helpers. As a result, it Wél easier to
leverage capabilities of an oppnet in more denpelyulated
areas. This is a desirable property, since moreuress be-
come available in areas with a possibility of mbrenan vic-
tims and more property damage.

Before a seed oppnet can grow, it must discovevits set
of potential helpersavailable to it. In addition to a mere
lookup (of a previously prepared information, eg.direc-
tory), which is often referred to as “discovery,eunean also
much more challenging true discovery.

As an example of a true discovery, a PC can beodésed
by an oppnet once the oppnet identifies a subsdP oéd-

with multisensor capabilities (and positioned nezads) can
be directed to sense vehicular movement (or tHetteareof).
Use of helpers might include novel combinationgxisting
technologies, as Iillustrated by the following scéma
A surveillance system, serving as a helper, researeimage
of an overturned car. The image is passed to aledger that
analyzes it to read the license plate. This infdiomais used
by another helper to check in a vehicle databaskeifcar is
equipped with a satellite communication system.,., e@n-
Star™ [OnSt05]. If it is, the operator of the systean be-
come a helper, and can contact the BANedy area net-
workg or PANs personal area network®f car occupants.

B. Growth of Seed Oppnet into Expanded Oppnet

A seed oppnet grows into an expanded oppnet afiaiténg
new helpers. E.g., the expanded oppnet in Fig.nditeetl the
following helpers: (a) a computer network, contdctéa a
wired Internet link; (b) a cellphone infrastructyrepresented
by the cellphone tower), contacted via oppnet'$pbeine pe-
ripheral; (c) a satellite, contacted via a direte8ite link; (d)

a home area networkcontacted via an intelligent appliance
(e.g., a refrigerator) with a wireless link; (ejnicrowave net-
work, contacted via a microwave relay; (f) BANsagicupants
of an overturned car, contacted via OnStar.

Helpers are eitheinvited or ordered to join. In the former
case, contacted candidates can either volunteeefose the
invitation. In the latter case, they must accepindpecon-
scripted in the spirit of citizens called to arnes éuffer the
consequences of going AWOL).
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Figure 2. Expanded oppnet.
C. Asking or Ordering Helpers and Oppnet Reserve

The issue of ordering candidate helpers may seertrazo
versial, and requires addressing. First, it is obsithatany
candidate can baskedto join in any situation.

Second,any candidate can berderedto join in life-or-
deathsituations. It is an analogy to citizens beinguiesgd by
law to assist with their property (e.g., vehiclaay their labor
in saving lives or critical resources.

Third, somecandidates caalways be orderedto become
helpers in emergencies. Such helpers include margs lof
computing and communication systems serving police;
men, National Guard, and military. Also the fedeaadl local
governments can make some of their systems awvailabl
emergencies upon order of an EPR oppnet.

The category of systems always available on anrarflan
EPR oppnet includes systems that volunteer—actuédise
volunteered” by their owners. In an obvious analagyrmy,
Air Force, and other Reserves, they all can be dacadec-
tively as theoppnet reservelndividually they areoppnet re-
servists As in the case in the human reserves, voluntsgrs

Cellphone
Tower

By employing helpers working for free (as voluntear
conscripts), opportunistic networks can be extrgmempeti-
tive economically in their operation. Full realimat of this
crucial property requires determining the most appate
incentives for volunteers and enforcements for copts.

[ll. OPPNETVIRTUAL MACHINE

In order to facilitate the implementation of oppagfplica-
tions, we are developing the standard implementdtiame-
work for oppnets, name@ppnet Virtual MachindOVM). By
following this standard, implementations from diéfat oppnet
vendors will become interoperable.

A. OVM Primitives

The OVM primitives are intended for use by all thagho
want to write programs in C/Java/C++/C# for oppsestds or
oppnet helpers. This includes individual applicatrogram-
mers, manufactures of hardware devices, and ceeafa@nvi-
ronments and tools. Therefore, as a part of oweares on
oppnets we plan to achieve the following of hiengrof goals:

 Design an application programming interface

— Language-independent semantics of the interface
- Convenient C/Java/C++/C# interface bindings
— Extensions allowing greater flexibility
— Implemented on many vendors’ platforms
— Usable in heterogeneous environments
* Allow efficient communication
— Uniform data/message formats

TABLE I: Partial List of OVM Primitives for Control Nodes

up for oppnet reserve for some incentives, be firgncial,

moral, etc. Once they sign up, they are “traineat”dn active
duty: facilities assisting oppnets in their discgvend contact-

ing them are installed on them. For example, adstahOpp-

net Virtual Machine (OVM) software, matched to theapa-
bilities—either heavy-, medium- or lightweight—isstalled
on them. (OVM is discussed in Section 1V.) The itinag”

Name of the Primitive Functions of the Primitive
CTRL _initiate Initiate oppnet
CTRL_terminate Terminate oppnet
CTRL_command Send commend to seed nodes
TABLE Il: Partial List of OVM Primitives for Seed Nodes
Name of the Primitive Functions of the Primitive
SEED_scan Scan communication spectrun to

detect devices that could become
candidate helpers

makes candidates highly prepared for their oppugesl
Oppnet reserve is not necessary for the oppnetljganabut
very helpful for at least two reasons. First, pneseof oppnet

reservists in an incident area increases the pboadidates
that can be ordered—rather than asked—by an opprjetn

it. Second, having “trained” reservists (e.g., O\&guipped

ones) significantly simplifies discovery of candiela Specifi-
cally, it facilitates finding the very first oppretcontact in an

incident area, which is always most difficult. Oreeeservist
reports for duty or is called to duty by an oppneservists’
own contacts become easy next-wave contacts fagheet.

SEED_discover Discover candidate helpers with
a specific communication
mechanism

SEED _listen Receive and save messages in
buffer

SEED validate Verify the received command

SEED_isMember Checks if a device is already an
oppnet node (oppnet member)

SEED_evaluateAdmit Evaluate a device and admit i

into oppnet if the device meets
criteria for admittance

The above discussion assumes that at least oneistS®ir-
vives an incident. With numerous reservists in fically

every area of the country—the more reservists tharem
densely populated is an incident area—we are ot

guaranteed that some reservisthh survive. (In the same way

SEED_sendTask Send a task to other oppnet de-
vice

SEED_delegateTask Delegate a task that requires
a permission from the delegating
entity

at least some of the reservists’ own contactsswitlive.)
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SEED _release

Release a helper when no longer « Better security. Seed nodes have higher clearamod |

needed

SEED_processMessage

Process a message from buife

SEED_report

Report information to control
center/coordinator

TABLE I

Partial List of OVM Primitives for Helpers

Name of the Primitive

Functions of the Primitive

HLPR_isMember

Test if a helper is already a
member of oppnet

HLPR_joinOppnet

Join oppnet

HLPR_scan

Scan communication spectrum to

detect devices that could become
candidate helpers (regular or
lites)

HLPR_discover

Discover candidate helpers with
a specified communication
mechanism

HLPR_validate

Verify the received command

HLPR_switchMode

Switch between helpers’ regular
application and oppnet applica-
tion

HLPR_report

Send information/data to specit
fied node

HLPR_selectTask

Select a task from the task queue
to execute

HLPR_listen

Receive message and save it

HLPR_evaluateAdmit

Evaluate a candidate helper and

admit it into oppnet if it meets
criteria defined by oppnet

HLPR_runApplication

Execute application indicated I
authorized oppnet seed or help
node

11%
pL

HLPR_release

Release a helper (unless delef
gated a release task, a helper H
can release only helpers admitted
by H)

HLPR_ processMessage

than helpers, which in turn have higher clearamel!
r than lites. (Within each class, clearance sublevats be

defined.) Extra class-based layers in security rmeisims

facilitate addressing security concerns more effity.

» Resource savings. Most helpers and lites have tjoite
ited resources. By knowing the limitations of thaes
they can play, we can install on them only the vahé
partial virtual machines. For example, a lite will not be
burdened with the tasks of discovering other helpmr
lites, thus eliminating the need to install on ¥I@ com-
ponents needed for scanning, discovery, etc.

We are working on the primitives, defining theigaments,
messages, etc. We plan to bind the primitives ifferent
programming languages and implement OVM librariee-
velopment of the primitives follows the model of MV
[SGDM94] and MPI [GrLS94] used in grid computing.

Oppnet Seed Oppnet Helper Oppnet Lite

Oppent Control
Center T T T
| |

SEED_scan and |
SEED_discover

CTRL _initiate - |
>

SEED_evaluateAdmit

|
|
|
|
HLPR_joinOppnet |
|
e
|
|
|

SEED_sendTask

HLPR_scan and
[pE=R_sendlask g,

HLPR discover

CTRL_terminate

LITE_joinOppne]

-t
HLPR_evaluateAdmit »

HLPR repor] < UITE report

| <t
| '—VSEED release HLPR_release >
|

[ —

| | | |
Figure 3. Sequence chart of an example oppnetcgpioln scenario.
Messages are labeled with the names of primitieeslisag them.
Reliable message delivery mechanisms are assumed.

Process a message from buffer

HLPR_sendData

Send information/data to spedi-
fied authorized oppnet node

HLPR_leaveOppnet

Leave oppnet when released

Recall that at any moment a node belongs to oméyad the
four categories: CC nodes, seed nodes, helperditesndAlso,
recall that lites are leaves in the oppnet nodeahi@y that are
unable to discover more helpers or lites.

Tables I, Il and Il show partial lists of the pitimes of-
fered by OVM for the oppnet's CC nodes, seed noules
helpers. The OVM primitives for these classes alesmhave
prefixes CTRL_, SEED_ and HLPR_. The primitives litas
have prefix “LITE_" and include all the imitives from

Table Il except

HLPR_scan,

HLPR_evaluateAdmit and HLPR_releaseHelper.

Defining separate primitives for the four node skssfacili-
tates preventing situations when a node attempitais a role
of a node from another node class. There are two atvan-
tages of having distinct primitive classes:

B. Example Oppnet Application Scenario

The following simple scenario illustrates an oppagplica-
tion. In a natural disaster area, one priorityoidind survivors
caged in houses and cut off by earthquake, hueiocanflood-
ing. After the oppnet seed is deployed, the opprléexpand
by admitting helpers and lites. Among others, tleiom sen-
sors embedded in Bluetooth-equipped smoke deteetilrs
become lites. If any such lite detects any movedaia will
be transmitted to oppnet coordinators.

The sequence chart of such a scenario is displayei). 3.
It shows how seed nodes obtain information frornteavia a
helper. (The lite runs a small motion detectionligpgion.)

HLPR_discover,
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repeat on command received from control center or
other authorized device
SEED val i dat e(command);
swi tch (command)
case “scan”:
SEED scan(...);
case “BT (Bluetooth) discover”:
SEED di scover (BT,...);
SEED |isten(...);
for each responding BT device D do
if ( not SEED i sMenber (D,...))
SEED eval uat eAdmi t (D,...);
i f need more BT helpers
for each H in subset of regular
helpers do
SEED del egat eTask(H,
“get BT helpers”,...)
case “send tasks™
f or each H in subset of helpers do
SEED sendTask(H, command,...);
case “report”
for each message M in buffer do
SEED pr ocessMessage(M);
SEED report (...);

end_switch
end_r epeat

Figure 4. Pseudocode for seed nodes.

repeat on command received from control center or
other authorized device
HLPR val i dat e(command);
swi tch (command)
case “join oppnet™
HLPR_swi t chMbde(...);
HLPR _j oi nOppnet (...);
case “detect motion™:
HLPR_runAppl i cat i on(motion,...);
HLPR_sendDat a(...);
case “get BT (Bluetooth) helpers™:
HLPR_scan(BT,...);
HLPR_di scover (BT,...);
HLPR_|'i sten(...);
for each responding BT device D do
if ( not HLPR i sMenber (D,...))
HLPR_eval uat eAdmi t (D,...);
HLPR report(...,BT, D);
end_if
case “report”™:
for each message M in buffer do
HLPR_ processMessage(M,...);
HLPR report(...);

case “leave oppnet”™
HLPR_I eaveQppnet (...);
HLPR_swi t chivbde(...);
end_swi tch
end_r epeat

Figure 5. Pseudocode for helpers.

accept tasks form another helper). When a comn@aigdre-
ceived by a node, the node first verifi€s The verification
may include (1) checking sender’s access righfsck2cking

security level ofC; (3) estimating resources needed to carry

out C. The command will be executed if it passes thekhe

repeat on command received from control center or
other authorized device
LI TE val i dat e(command);
swi tch (command)
case “join oppnet™
LI TE_swi t chiMbde(...);
LI TE_j oi nOppnet (...);
case “detect motion™:
LI TE_runAppl i cat i on(motion,...);
LI TE_sendDat a(...);
case “report”™
for each message M in buffer do
LI TE_ processMessage(M,...);
LI TE_report(...);

case “leave oppnet™
LI TE_I eaveQppnet (...);
LI TE_swi t chibde(...);
end_swi tch
end_r epeat

Figure 6. Pseudocode for lites

Oppnet helpers and lites perform their daily atitgi until
they are called upon to join an oppnet, in whickecthey
switch to the defined emergency mode. When a cordn&n
received by a node, the node will also verify ifi#s the ability
to execute the task. E.g., a command that requivasection
via Wi-Fi cannot be run by a device with a Bluetoobnnec-
tivity only.

IV. OPPNETPRIVACY ISSUES

Due to space limitations, we can only signal prwasues,
and refer the reader to our other paper which disesiprivacy
and security issues for oppnets and proposes lipitigacy
and security solutions [LKBG06].)

First, we need to note thRervasive Computingne of the
ultimate goals of Information Technology, will soand peo-
ple with countless computing devices of all kindizes, and
capabilities. Pervasive systems collectively arée @b spy
anywhere, anytime, on anybody and anything in thmdst.

Second, since oppnets are a Pervasive Computihgdkc
ogy, the same privacy problems apply to them.

Third, without adequate privacy protections, théljuwill
justifiably revolt against any pervasive systemgpreets in-
cluded. Privacy protection is the “make it or bréikssue for

The pseudocodes for Oppnet Seed, Oppnet Helper aamgly pervasive computing technology [LiBh06].
Oppnet Lite from Fig. 3 are shown in Figures 4,n8l &, re- Fourth, we strive to minimize intrusiveness of ogjsnto-
spectively. Oppnet Control Center nodes do not am wards helpers in order to reduce privacy threatshdpers.
autonomous algorithm but respond to human commandsctually, our basic privacy protection goals in agfs include
Therefore, it is not necessary to have pseudocodeéhtm. not only protecting a helper from its oppnet, bisbagrotect-
(Due to space constraints, the pseudocodes havesimgefi-  ing an oppnet from its helpers, and protectingeheironment
cantly simplified to serve illustrative purposesdyon privacy from oppnets (also from malevolent oppnets)

The nodes of an expanded oppnet—incl. seed noégs, h Fifth, controls are needed against malicious oppoees or
ers, and lites—keep listening to commands fromadenet's whole oppnets that can be deployed by adversafibsy
(distributed) CC or other authorized nodes (e.ghelper can could dupe honest helpers into joining them, areltbem for
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their covert malevolent goals. E.g., an attacker ceeate an
apparently harmless weather monitoring sensorniei;haac-
tually is a tool for planning a chemical attack.

V. RELATED WORK

Related work can be classified into research on BRRms
and work on system R&D, relevant for EPR systems.

A. Related Work in the EPR System Dimension

We believe that many alternative approaches needxbe
plored, evaluated, and have their best featuresacrd to
provide a winning solutions. EMISARI [KuWi72, TCVY)
was the first group communication oriented crisenagement
system successfully since 1971 until the mid egghti

Current system research projects devoted to EPRdac
Wireless Mesh  Networks [BTMMO06], MIKoBOS
[MWPGO06], a “ubiquitous mobile office” for disastemitiga-
tion [GASDO6], knowledge management systems [O8m
MuJe06], and a wide array of work on multi-agerdtsyns for
EPR (e.g., [JRADO6, VLSGO06, TaRPO06]).

Industry solutions for EPR have been proposed by, e
IBM [IBM_05] and Motorola [Moto05]. We already ses-
amples of large-scale applications of these pradbgt mu-
nicipalities, including NYC [Menc06].

B. Related Work in the System R&D Dimension

Due to space limitation, we don't give any refeesdere.
Oppnets can adaptations localization and self-dzgéion

techniques from ad hoc networks (esp. from MANETS),

growth-by-joining approaches from P2P systems (isearch-
ing for peers in unstructured systems), data aggiay algo-
rithms from sensornets, and resource integratiehraanage-
ment methods from grids. Useful results come atemfre-
search on interoperability in heterogeneous enwiemnts, and
work on benevolent Trojans (for agents in searcheders).

VI.

Opportunistic networksor oppnetspresented by us are
new, specialized type of ad hoc networks. Oppneigige an
unprecedented leveraging potential for growing fraramall
seed network into a very powerful network with vestnmu-
nication, computing, sensing and other capabilities

We have identified many challenges for our futuppreet
research [LIKG06]. We continue our investigationogipnets,
and designing oppnet architectures with their dased¢ com-
ponents: methods, protocols, and algorithms. Tharn@d pro-
totype oppnet will provide a proof of concept, aslivas
stimulation and a feedback necessary for fine-wroppnet
architectures and their components.

CONCLUSIONS ANDFUTURE WORK
a
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