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1 Introduction

Critical privacy and security challenges confronl eesearchers and
developers working on ever more pervasive compugirsgems. We belong to
this group. We proposed a new paradigm and a neknétdogy of
opportunistic networksor oppnetsto enable integration of the diverse
communication, computation, sensing, storage aneratevices and resources
that surround us more and more. We not only findelues in their midst but
depend on them increasingly as necessities rathan tluxuries. As
communications and computing systems are becomioge nand more
pervasive, the related privacy and security chgblsnbecome tougher and
tougher.

With oppnets, we charted a new direction within #@mea of computer
networks. One of us invented opportunistansometworks [3]. The idea was



later generalized by two of us to general oppostiminetworks[31]. To the
best of our knowledge we are now the first to szt privacy and security
challenges inherent in oppnets.

1.1 Goal for opportunistic networks

The goal for oppnets is to leverage the wealth @fvasive resources and
capabilities that are within their reach. This f&ep a treasure that remains
useless due to “linguistic” barriers. Different dms and systems are either
unable speak to each other, or do not even tryptonaunicate. They remain
on different wavelengths—sometimes literally, alway least metaphorically.

This occurs despite devices and systems gainingngran autonomous
behavior, self-organization abilities, adaptabitibychanging environments, or
even self-healing when faced with component faduwe malicious attacks. It
might look somewhat ironic to a person unawarentdroperability challenges
that such ever more powerful and intelligent esditare not making equally
great strides in talking to each other.

The oppnet goals can be realized by alleviatingst fiof all the
communication problems—including bottlenecks angdsgathat are often the
root causes of resource shortages (similarly asp@rtation inadequacies—
not the lack of food in the world—are the root esief famines).

1.2 Seed oppnets, helpers, and expanded oppnets

Oppnets and their salient features can be descsbedinctly as follows.
Typically, the nodes of a single network are alpldged together, with the
size of the network and locations of its nodesdasigned (either in a fully
“deterministic” fashion, or with a certain degreferandomness, as is the case
with ad hoc or mobile networks). In contrast, theesof an oppnet and
locations of all but the initial set of its nodesrekvn as theseed nodes-can
not be even approximately predicted. This is thegay of networks where

1 The name “opportunistic” is used for networks ottiean our oppnets [41]. In
cases known to us, their “opportunism” is quitetneted, e.g., limited to
opportunistic communication, realized when deviege within each other’s
range. In contrast, our oppnets realize opportiegnggbwth and opportunistic use
of resources acquired by this opportunistic growth.



diverse devicesjot employed originally as network nodes, are invii@goin
the seed nodes to become oppgmepers Helpers perform certain tasks they
have been invited (or ordered) to participate ip.ifdegrating helpers into its
fold, aseed oppnegrows into arexpanded oppnet
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Fig. 1. Seed oppnet. Fig. 2. Expanded oppnet.

For example, the seed oppnet shown in Fig. 1 gréw the expanded
network shown in Fig. 2 by having admitted the deling helpers: (a)
a computer network from a nearby college campus, d&xellphone
infrastructure (represented by the cellphone towe))a satellite, (d) a smart
appliance (e.g., a smart refrigerator) providingess to a home network, (e)
a microwave relay providing access to a microwaetvark, (f) a vehicular
computer network, connected with wearable compuetwvorks on, and
possibly within, the bodies of the occupants oha c

In general, the set opotential helpersfor oppnets is very broad, incl.
communication, computing and sensor systems; waed wireless; free-
standing and embedded. As computing devices cantmubecome more and
more pervasive, the pool of candidates will corgitinicreasing dramatically
around us: in infrastructures, buildings, vehickgspliances, our pockets, etc.

More densely populated areas will have, in generalenser coverage by
potential helpers. As a result, it will be easierléverage capabilities of an
oppnet in more densely populated areas. This ierg desirable natural
property, since more resources become availabdesias with a possibility of
more human victims and more property damage.



With many potential helpers available in an oppemtironment, we need
“only” to integrate them in a clever way. We beb&ethat our oppnet paradigm
provides a very useful framework—including a cortuapframe of thought—
for such integration.

The following scenario illustrates a possible usarooppnet. A seed oppnet
is deployed in a metropolitan area after an eaekeult finds many potential
helpers, and integrates some of them into an exghioghpnet. One of the
nodes of the expanded oppnet, a surveillance systeaks” at a public area
scene with many objects. The image is passed tppnet node that analyzes
it, and recognizes one of the objects as an ovextlcar (cf. Fig. 2). Another
node decides that the license plate of the carldhmel read. As the oppnet
currently includes no image analysis specialisteiper with such capabilities
is found and integrated into the oppnet. It redwdslicense plate number. The
license plate number is used by another newly rated helper to check in
a vehicle database whether the car is equipped wlith OnStar™
communication system. If it is, the appropriate @nScenter facility is
contacted, becomes a helper, and obtains a coanegiih the OnStar device
in the car. The OnStar device in the car becoméslper and is asked to
contact BANs (body area networks) on and withiniesdf car occupants.
Each BAN available in the car becomes a helperrapdrts on the vital signs
of its owner. The reports from BANs are analyzedsbiieduling nodes that
schedule the responder teams to ensure that péoplee most serious
condition are rescued sooner than the ones thatweginfor help longer.
(Please note that with the exception of the BANK lithat is just abit
futuristic—its widespread availability could be msaeed in years not in
decades—all other node and helper capabilities usethe scenario are
already quite common.)

1.3 Impacts of oppnets

If the researchers, developers, and manufactuvecesd in building oppnets,
the payoff will be swift and substantial. Armies bélpers, mobilized by
oppnets, will be capable of contributing towardprgts’ objectives at a very
low or no cost, the latter especially in emergesityations.

The potential of oppnets in all kinds of emergeseigncluding man-made
and natural disasters—is especially noteworthyhépast few years we have
seen great disasters, such as the 9/11 terrotemtkatthe tsunami in the



Southeast Asia, and Hurricane Katrina. Casualtiesdamages are too often
compounded by problems faced by the first respended relief workers.

There is a common thread to all these problemsack lof adequate

communication facilities in the disaster areas dmelyond. Therefore,

providing means of dependable communication in geraies via oppnets
should produce swift and substantial payoffs.

The impact of oppnets on research and developmamtbe significant,
especially in the broad and expanding field of peive computing. We
believe that oppnets are an epitome of pervasiwgpoting. The most critical
problems inherent to pervasive computing were vapyly expressed as
follows [46]: Pervasive computing has pervasive problems, notidhst of
which are interoperability, security and privac@ppnets confront all three
enumerated problems head on (though in this chapteconcentrate on the
discussion of privacy and security issues). Theegfavork on privacy and
security problems in oppnets will be a good tesedar attacking the privacy
and security problems in pervasive computing.

1.4 Chapter contents

The next section describes the basics of opprexatipn. Section 3 describes
example oppnet applications and use scenariosioBettpresents related
work in privacy and security. Section 5 emphasthescritical significance of

privacy challenges in oppnets. Section 6 presdmsprivacy and security

challenges in oppnets, and sketches proposed chsdiaections for solutions

to some of these challenges. Finally, Section Clooies the paper.

2 Opportunistic networks: Basics of operation

2.1 Seed oppnets and their growth into expanded oppnets

Each opportunistic network grows frons@edthat is a set of hodes employed
together at the time of the initial oppnet deploptmd he seed is pre-designed
(and can therefore be viewed as a network in ita dght). In the extreme
case, it can consist of a single node.



The seed grows into a larger network by extendimggations to join the
oppnet to foreign devices, node clusters, netwarksther systems which it is
able to contact. Any new node that becomes a ledigled oppnet member,
that is ahelper, may be allowed to invite external nodes. By iimgt“free”
collaborative nodes, the opportunistic networks dan very competitive
economically. The issues that have to be addressegbroper incentives or
enforcements so that invited nodes are willing equired to join, and
potentially lower credibility of invited collaborats that, in general, can't be
fully trusted (at least till they prove themselvesjelpers of an oppnet
collaborate on realizing the oppnet’s goal. They lba deployed to execute all
kinds of tasks even though, in general, they weare designed to become
elements of the oppnet that invited them.

2.2 Oppnet helpers and oppnet reserve

Potential oppnets helpers

The set of potential helpers includes even entitisusually thought of as
powerful network nodes, both wired and wirelesseefstanding and
embedded. Even nodes without significant processomgnmunication, or
sensing capabilities, can collectively contribute tprocessing or
communication capabilities of an oppnet in a sigaiit way. After all, any
networked PC or embedded processordummeuseful sensing, processing, or
communication capabilities. As examples of minimaéful capabilities, we
can consider information about user’'s presencebserace, her work habits
and Internet access patterns collected by her aeskind her PDA,
information about user’s location collected by ¢ediphone (even one without
GPS can be triangulated); and data about food coedby user’'s household
collected by a processor embedded in a refrigeaatdr RFID-equipped food
packages and containers.

Before a seed oppnet can grow, it must discovepown set ofpotential
helpersavailable to it. As an example of a discovery,Gadan be discovered
by an oppnet once the oppnet identifies a subsdhtefnet addressesP(
addresses located in its geographical area. Another exangdleliscovery
could involve an oppnet node scanning the spectimmradio signals or
beacons, and collecting enough information to e tbcontact their senders.



Helper functionalities

It should be noted that, in general, working in thesaster mode” does not
require any new functionalities from the helperst Example, in case of fire
monitoring tasks, the weather sensornet that becamelper can be simply
told to stop collecting precipitation data, and dise released resources to
increase the sampling rates for temperature and dinection.

It is possible that more powerful helpers coulddégrogrammed on the fly.
Also, oppnet nodes might be built with excess gaErRsurpose
communication, computation, storage, sensing, &ner @apabilities useful in
case of unforeseen emergencies. For example, exegssng capabilities
could be facilitated by multisensor devices tha becoming cheaper and
cheaper as new kinds of sensors are being develdpind time (for example,
novel biosensors for detection of anthrax [21]).

Use of helper functionalities can be innovativeainleast two ways. First,
oppnets are able to explaibrmant capabilitieof their helpers. For instance,
even entities with no obvious sensing capabilities be used for sensing: (a)
a desktop can “sense” its user's presence at tlypoked; (b) a smart
refrigerator monitoring opening of its door canrise” presence of potential
victims at home in a disaster area. As another pla@rthe water infrastructure
sensornefsensor network) with multisensor capabilities,ichhis positioned
near roads, can be directed to sense vehicularmmwe or the lack thereof.

Second, helpers might be used in novel combinatiassliustrated by the
scenario from Section 1.2. In the scenario, a cemphteraction of many
oppnet nodes and helpers starts when a surveillapsiem, serving as an
oppnet node, receives an image of an overturned car

Asking or ordering helpers and oppnet reserve

Helpers are either invited or ordered to join [32]. In the former case,
contacted potential helpers can either voluntegefuse the invitation. In the
latter case, they must accept being conscriptélarspirit of citizens called to
arms (or suffer the consequences of going AWOL).

The issue of ordering candidate helpers may seentra@rsial, and
requires addressing. First, it is obvious that eaydidate can be asked to join
in any situation. Second, any candidate can beredd® join in life-or-death
situations. It is an analogy to citizens being megiby law to assist with their
property (e.g., vehicles) and their labor in savimgs or critical resources.



Third, some candidates can always be ordered tmnhbechelpers in
emergencies. Such helpers include many kinds of potng and
communication systems serving police, firemen, &fati Guard, and military.
Also the federal and local governments can makeesoftheir systems
available for any oppnet deployed in an emergency.

The category of systems always available on anrocdening from an
oppnet includes systems that volunteer—actuallyg ‘@lunteered” by their
owners. In an obvious analogy to the Army, Air Fgrand other Reserves,
they all can be named collectively as tppnet reservelindividually they are
oppnet reservistsAs in the case of the human reserves, voluntggrsup for
oppnet reserve for some incentives, be they firmdnoioral, etc. Once they
sign up, they are “trained” for an active duty:ifiies assisting oppnets in
their discovery and contacting them are installed tbem. For example,
a standard Oppnet Virtual Machine (OVM) softwareatched to their
capabilities—either heavy-, medium- or lightweighs—installed on them.
(OVM s discussed in [32].) The “training” makesndsdates highly prepared
for their oppnet duties.

By employing helpers working for free (as volunteesr conscripts),
opportunistic networks can be extremely competigomnomically in their
operation. Full realization of this crucial properequires determining the
most appropriate incentives for volunteers and resfoents for conscripts.

Preventing unintended consequences of integrating h elpers

Examples of unintended consequences when integratielpers are
disruptions of operations of life-support and k@ving systems, traffic lights,
utilities, PTSN and cell phones, the Internet, 2].

To protect critical operations of oppnets and dpées joining an oppnet,
oppnets must obey the following principles:

* Oppnets must not disrupt critical operations ofepatl helpers. In
particular, they must not take over any resourddgessupport and
life-saving systems.

» For potential helpers running non-critical servicask evaluation
must be performed by an oppnet before they aredaskerdered to
join the oppnet. This task may be simplified by qmial helpers
identifying their own risk levels, according to trsdard risk level
classification.



» Privacy and security of oppnets and helpers mustabsured,
especially in the oppnet growth process.

2.3 Critical mass for an oppnet and growth limitations

Critical mass

Oppnets can be really effective if they are ablexpand their reach enough to
reach a certain “critical mass” in terms of sizeda locations, and node
capabilities. Once this threshold is passed, tireyr@ady to communicate,

compute, and sense their physical environment. Tdesy gather data for

damage assessment when used in emergencies otedisgsovery. Some

sensornets that become helpers—such as sensor apdesided in roads,

buildings, and bridges—are designed primarily famdge assessment. Other
helpers, whether members of sensornets or notgatrer data—Ilegitimately

or not—on general public, employees, or other nwoad individuals.

Growth limitations

The network stops inviting more nodes when it aitaenough helpers
providing sufficient sensing, processing, and comication capabilities

(cost/benefit analysis of inviting more nodes mibkt performed). It should
avoid recruiting superfluous nodes that wouldn'iphend might reduce
performance by using resources just to “gawk.” sTtbes not mean that
network configuration becomes frozen. As the aféected by the monitored
activity (e.g., an earthquake) changes and theinegtjunonitoring level in

different locations shifts (due, say, to the sdyeaf damage), the oppnet
reconfigures dynamically, adapting its scope asdc@pabilities to its needs
(e.g., to the current disaster recovery requires)ent

3 Example oppnet applications and use scenarios
3.1 Characteristics of oppnet-based applications

Use of oppnets is most beneficial for applicatiars application classes
characterized by the following properties:



* |t can start with a seed
» It requires high interoperability
» It uses highly heterogeneous software and harde@rgponents
» It can benefit significantly from leveraging divergesources of
helpers
* It is able to maintain persistent connectivity witblpers once it is
established
We are working on a Standard Implementation Framlear oppnets [32]
which will facilitate creating oppnet-based apgiicas by providing
a standard set of primitives. The primitives foe Uy application components
will, for example, facilitate discovering potentibklpers, integrating them,
and releasing them when they are not needed arg. mor

3.2 Example oppnet application classes

We can envision numerous applications and applicatiasses that can be
facilitated by oppnets. Some of them are descriteed.

Emergency applications

We see important applications for opportunisticwoeks in all kinds of
emergency situations, for example in hurricane diésa recovery and
homeland security emergencies. We believe that teme the potential to
significantly improve efficiency and effectiveness$ relief and recovery
operations. For predictable disasters (like hunésaor firestorms, whose path
can be predicted with some accuracy), seed oppraetishe put into action and
their build-up started (or even completdmforethe disaster, when it is still
much easier to locate and invite other nodes amstetls into the oppnet. The
first helpers invited by the seed could be the sereds deployed for structural
damage monitoring and assessment, such as thesoresided in buildings,
roads, and bridges.

Home/office oppnet applications

Oppnets can benefit home/office applications blzirig resources within the
domestic/office environment to facilitate mundameks. Consider contrast
between the two scenarios for viewing a visual mgsn a PDA in a living
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room. Without an oppnet-based software, PDA hapr&sent the message
using the miniscule PDA screen and its substansiaedkers. With an oppnet-
based software, PDA (now being a single-node spedai) can quickly find
helpers: a TV monitor and an audio controller faFiHspeakers available in
the living room. PDA can ask these helpers to jamg integrate them into an
expanded oppnet. The expanded oppnet, now incliBlimades (the PDA, the
TV monitor, and the audio controller), can pregbetvisual message on high-
guality devices.

A similar scenario can be realized in MANETs [3&jt lwwith much more
programmer’s efforts since MANETs do not providgHilevel application-
oriented primitives to simplify implementation. @rdppnets do [32].

Benevolent and malevolent oppnet applications

As most technologies, opportunistic networks camused to either benefit or
harm humans, their artifacts, and technical infumstire they rely upon.
Invited nodes might be “kept in the dark” about tieal goals of their host
oppnets. Specifically, “good guys” could be chddby a malevolent oppnet
and believe that they will be used to benefit usgmilarly, “bad guys” might
be fooled by a benevolent oppnet into believingt ttheey collaborate on
objectives to harm users, while in fact they wobdl closely controlled and
participate in realizing positive goals.

On the negative side, home-based opportunisticarkircould be the worst
violators of individual’s privacy, if they are abte exploit PCs, cellphones,
computer-connected security cameras, embedded hppi@nce processors,
etc.

Predator oppnets

To counteract malevolent oppnets threptedator networks that feed on all

kinds of malevolent networks—including malevoleppoets—can be created.
Using advanced oppnet capabilities and primititlesy can detect malevolent
networks, plant spies (oppnet helpers) in them, @swlthe spies to discover
true goals of suspicious networks. Their analysisinibe careful, as some of
the suspicious networks might actually be benevoberes, victims of false

positives. Conversely, intelligent adversaries daploy malevolent predator
networks that feed on all kinds of benevolent nekapincluding benevolent

oppnets.

11



3.3 Example oppnet application scenarios

We now discuss two example oppnet application sasaa benevolent one
and a malevolent one. Both rely on some reconftgquracapabilities of non-
opportunistic (regular) sensornets.

Benevolent oppnet scenario —“Citizens called to arm s”

A seed oppnet is deployed in the area where ahqpeaake occurred. It is an ad
hoc wireless network with nodes much more powetlfin in a “typical”
ad hoc network (more energy, computing and comnatioic resources, etc.).
Once activated, the seed tries to detect any ntiddscan help in damage
assessment and disaster recovery. It uses anwllearhethod for detection of
other networks, including radio-based detectiorcl@iding use of Software
Defined Radio and cellphone-based methods), sewyébi nodes using the IP
address range for the affected geographic area,emad Al-based visual
detection of some appliances and PCs (after vidasdction, the seed still
needs to find a network contact for a node to bitad).

The oppnet “calls to arms” the optimal subset ofeded and contacted
“citizens,” inviting all devices, clusters, and eatnetworks, which are able to
help in communicating, computing, sensing, etc.energency situations,
entities with any sensing capabilities (whether fnera of sensornets or not),
such as cellphones with GPS or desktops equippédswriveillance cameras,
can be especially valuable for the oppnet.

Let us suppose that the oppnet is able to contaatetindependent
sensornets in the disaster area, deployed for weathonitoring, water
infrastructure control, and public space survedanThey become helper
candidates and are ordered (this is a life-or-deathrgency!) to immediately
abandon their normal daily functions and startsdisgj in performing disaster
recovery actions. For example, the weather mdngosensornet can be
called upon to sense fires and flooding, the wiatfeastructure sensornet with
multisensor capabilities (and positioned under rcadfaces) —to sense
vehicular movement and traffic jams, and the puldgace surveillance
sensornet —to automatically search public spacesirfmges of human
victims.
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Malevolent oppnet scenario — “Bad guys gang up”

Suppose that foreign information warriors use agyemtpeople unaware of
their goals to create an apparently harmless weattoitoring sensornet.
Only they know that the original sensornet becomeaged of a malevolent
oppnet when activated. The sensornet starts texgielpers.

The seed does reveal its true goals to any of dtpehns. Instead, it uses
a cover of a beneficial application, proclaimingparsue weather monitoring
for research. Actually, this opportunistic sensorm®nitors weather but for
malicious reasons: it analyzes wind patterns tlaat contribute to a faster
spread of poisonous chemicals. Once the “criticassh in terms of
geographical spread and sensing capabilities chesh the collected data can
be used to make a decision on starting a chentieaka

4 Related work in privacy and security

In this section we discuss briefly some privacy aedurity solutions proposed
in: (a) pervasive computing, (b) ambient networkd, grid computing. We
also discuss privacy and security solutions baseda) trust and reputation in
open systems, (b) intrusion detection in ad hodyilrpor wireless systems,
and (c) honeypots and honeyfarms.

Privacy and security solutions in pervasive computi ng

Pervasive computing environments require securitiiigecture based on trust
rather than just user authentication and accegsot¢®5]. Campbellet al [7]
looked at the development of several middlewaretswls that can support
different aspects of security, including autheni@sa access control,
anonymity, and policy management. They also loakethe instantiations of
these aspects with diverse mechanisms.

Chen et al [10] described a risk assessment model and pedpes
estimator of risk probability that can form the €qrart of a risk assessment in
a ubiquitous computing environment. This estimatobased on a general
definition inspired by traditional probability detysfunction approximation,
and an implementation by a clustering proceduretake a distribution of
points into account, the authors adopted the Malobia distance for
calculating similarities of interactions. They posed to develop the SECURE
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framework into which this risk probability estimatis embedded. This risk
estimator is feasible and the authors have denaiedtthat it fits well within
the framework.

Transportation has traditionally been the realnthef machine [13]. Today,
as vehicles become increasingly computerized, ttizoes propose to see this
technology moving from under the hood to pervagivebnnect with
passengers, other vehicles and the world. Secaitlyprivacy consequences
are significant.

Wageallaet al [52] propose a model for trust-based collaboratin
ubiquitous computing. The model ensures securalmmbtion and interaction
between smart devices, by addressing the concéseority and trust.

Undercoffer et al [47] designed a communications and security
infrastructure that goes far in advancing the gohlanywhere-anytime
computing. Their work securely enables clients ¢oeas and utilize services
in heterogeneous networks. It provides a serviggstration and discovery
mechanism implemented through a hierarchy of serwi@anagement. The
system was built upon a simplified PKI that prowder authentication, non-
repudiation, anti-playback, and access control.r@aals were used as secure
containers for digital certificates. The systendependent solely on a base set
of access rights for providing distributed trustdab The authors presented
the implementation of the system and described ntioglifications to the
design that are required to further enhance didgib trust. They claim that
the implementation is applicable to any distributsetvice infrastructure,
whether the infrastructure is wired, mobile, orhad.

Kagal et al [27] used an agent-oriented paradigm to modedraations
between computationally enabled entities in pewaaginvironments. They
presented an infrastructure that combined exisdurigentication features, like
SPKI, with notions of policy-driven interaction adstributed trust in order to
provide a highly flexible approach for enforcingssgty policies in pervasive
computing environments. They implement the systarm wariety of handheld
and laptop devices using Bluetooth and 802.11.

Privacy and security solutions in ambient networks

The key problem privacy and security issuesanmbient network§43] can be
categorized and summarized as follows:
1. Trust establishment and secure agreements
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This includes: (a) a foundation for trust modeliagd (b) security for
establishment and execution of general agreemetisebn parties in
a dynamic and scalable way.

2. Access security
This includes: (a) security services at a netwaltee e.g., means for
a mobile terminal connecting to an access netwssgurdng that it
receives the configuration parameters in a secag (o) required
security services below the IP layer and interfamedigher-layer
control components, and (c) security aspects dfaadand multi-hop
networks that extend a fixed public network in teases: (i) where
the extension is controlled by the network operasord (i) where
individual nodes owned by different parties co-@perto provide
a better coverage.

3. Security for mobility and multi-homing
This includes: (a) security for mobility mechanism®cusing
especially on approaches that do not assume slaartbentication
infrastructure between all parties, (b) securitgllenges in mobility
mechanisms that optimize movement for groups of eaod
simultaneously, (c) security aspects of sessioniliygh.e., moving
an ongoing session from one device to another, (@)dsecure
traversal and management of middleboxes, such rawdils and
Network Address Translators (NATS).

4. Special topics
This includes: (a) group security, e.g., the coratdf dynamic,
efficient and scalable key management infrastrestfior distribution
of keys in large groups, and (b) attack resistadealing with
intrusion detection and other methods for protectigainst threats to
availability.

Privacy and security solutions in grid computing

Humphrey and Thompson [20] and Welehal [53] discuss security-related
research ingrid computing The Authorization Accounting Architecture
Research Group proposes the following high-levglirements [50, 14]:

1. Authorization decisions must be made on the basimformation
about the user, the service requested and thetogeenvironment.
Information about a user must include extensiktiébates as well as
the identity. Unknown users must be supported.
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Identity and attribute information must be passeith vintegrity,
confidentiality, and non-repudiation.

Authorization information must be timely (and resbte).

Supporting application proxying for users.

Supporting ways of expressing trust models betvdeenains.
Protocol must support context-sensitive decisiorsteansactions.
Both centralized and distributed administration adthorization
information.

Separate or combined messages for authenticattawhorization.
Authorization information should be usable by ageiions,
including accounting and auditing applications.

10. Support negotiation of security parameters betweeaquestor and
a service.

Johnstonet al [23] have also written about the special security
considerations for grids based on the experiencghef NASA
Production IPG grid as well as the experience wveral DOE
collaborators. They considered the threat modelreskdreduction in
some detail and came up with a security model basedising
available grid security services.

Noos~®w
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Privacy and security solutions based on trust and r eputation in open
systems

Burnsideet al [6] described a resource discovery and commupitaystem
designed for security and privacy. All objects lre tsystem, e.g., appliances,
wearable gadgets, software agents, and users kBaweiaed trusted software
proxies that either run on the appliance hardwareroa trusted computer.
They described how security and privacy are entbrasing two separate
protocols: a protocol for secure device-to-proxymoaunication, and
a protocol for secure proxy-to-proxy communicatidgsing two separate
protocols allows running a computationally inexpeasprotocol onthin
devices, and a sophisticated protocol for resouacghentication and
communication on more powerful devices. The autlimsigned a device to
proxy protocol for lightweight wireless devices, damhe proxy-to-proxy
protocol which is based on SPKI/SDSI (Simple Publikey
Infrastructure / Simple Distributed Security Infirasture).

The CONFIDANT protocol[5] detects misbehaving nodes by means of
observation or reports about several types of latdt allows to route around
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misbehaving nodes and to isolate them from the aortwNodes have
amonitor for observations,reputation recordsfor first-hand and trusted
second-hand observationsust recordsto control trust given to received
warnings, and @ath managefor nodes to adapt their behavior according to
reputation.

A collaborative reputation mechanism proposed bgHiéirdi and Molva
[35], has awatchdog component. It is complemented by a reputation
mechanism that differentiates betwesubjective reputatior(observations),
indirect reputation(positive reports by others), afghctional reputation(task
specific behavior). They are all weighted to deravecombined reputation
value that is used to make decisions about codperatith or a gradual
isolation of a node.

Bansal and Baker [2] propose a mechanism thatsrelkelusively on first-
hand observations faratings If a rating is below the pore-definddulty
threshold the node is added to tFeulty list The faulty list is appended to the
route request by each node broadcasting the requestis used as avoid
list. A route is rated good or bad depending on whetm@mnext hop is on the
faulty list. In addition to the ratings, nodes keepck of theforwarding
balancewith their neighbors, by maintaining a count facke node.

Li et al. [29] proposed a new model to quantify trust legélnodes in
MANETs. The scheme is distributed and effectivehwaitt reliance on any
central authority. In this scheme, both pre-exgstikmowledge and direct
interaction among nodes in the network can be takiEnaccount as a direct
experience for their trust evaluation. To quantifie trust value for direct
experiences, the authors defined a new computdtioction, in which the
effect of different direct experience instances baradjusted individually. To
combine own trust value and the recommendation walse from others, they
defined a new trust relationship equation. Thisesoh deals with the
fundamental trust establishment problem and careses a building block for
higher-level security solutions, such as key mansge schemes or secure
routing protocols.

Venkatramanet al. presented [49] an end-to-end data authentication
scheme that relies on mutual trust between nodesbasic strategy is to take
advantage of the hierarchical architecture thainiplemented for routing
purposes. They proposed an authentication schemteudes TCP at the
transport layer and a hierarchical architecturthatIP layer. In this way, the
number of encryptions needed is minimized, theret®ducing the
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computational overheads and resulting in substasdidngs, as each node has
to maintain keys for fewer nodes.

Privacy and security solutions based on intrusion d etection

Mishra et al [36] reviewed many intrusion detection approactoeswvireless
ad hoc networks.

Nordgvist, Westerdahl and Hansson [39] considerirgrusion detection
system for MANETs. Another intrusion detection aygwmh relevant for
oppnets comes from the AAFID project [56], in whiahitonomous agents
perform intrusion detection using embedded detectdn embedded detector
is an internal software sensor that has added fogidetecting conditions that
indicate a specific type of attack or intrusion. i&dded detectors are more
resistant to tampering or disabling, because theywgart of the program they
monitor. Since they are not executing continuouigy impose a very low
CPU overhead. They perform direct monitoring beeatley have access to
the internal data of the programs they monitor.hSdata does not have to
travel through an external path (a log file, foaeple) between its generation
and its use. This reduces the chances that dateb&imodified before an
intrusion detection component receives them.

Balfanz et al. [1] proposed a solution to the problem of secure
communication and authentication in ad-hoc wirelestsvorks. The solution
provides secure authentication using almost argbshed public-key-based
key exchange protocol, as well as inexpensive based alternatives. In this
approach, devices exchange a limited amount ofigubformation over
a privileged side channel, which then allows them domplete an
authenticated key exchange protocol over the vdselimk. This solution does
not require a public key infrastructure, is secagainst passive attacks on the
privileged side channel and all attacks on the les® link, and directly
captures users’ intuitions whether they want tk tala particular, previously
unknown device in their physical proximity.

Cross-feature analysis proposed by Huang, Fan, Lee, and Yu [19] toalete
routing anomalies in mobile ad-hoc networks. Theypl@re correlations
between features and transform the anomaly detegtioblem into a set of
classification sub-problems. The classifiers aentibombined to provide an
anomaly detector A sensor facility is required on each node tovjue
statistics information.
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Wireless networks are vulnerable to many identagdad attacks in which
a malicious device can use forged MAC addressesatmuerade as a specific
client or to create multiple illegitimate identti¢12]. A transmitting device
can be robustly identified by isignalprint a tuple of signal strength values
reported by access points acting as sensors. Amant MAC addresses or
other packet contents, attackers do not have muctirad regarding the
signalprints they produce. By tagging suspiciousckpts with their
corresponding signalprints, the network is ablerabustly identify each
transmitter independently of packet contents, aligwdetection of a large
class of identity-based attacks with high probabili

Capkunet al. [9] introducedintegrity regions a security primitive that
enables integrity protection of messages exchabgédeen entities that do
not hold any mutual authentication material (gugblic keys or shared secret
keys). Integrity regions make use of lightweighhgimg techniques and of
visual verification within a small physical spacEhe main application of
integrity regions is key establishment. The progoseheme effectively
enables authentication through presence, and trereprotects key
establishment from the man-in-the-middle (MITM)aaks. Integrity regions
can be efficiently implemented using off-the-shelbmponents such as
ultrasonic ranging hardware.

Privacy and security solutions based on honeypots a nd honeyfarms

Honeypots and honeyfarms can be considered spgpéd of mechanisms for
intrusion detection. Aoneypotis a decoy whose value lies in being probed,
attacked or compromised. It is designed to trageday attackers, and gather
information about them. Honeypot have resourcescdaat] to these goals that
no other productive value. A honeypot should netaey traffic because it has
no legitimate activity. Any interaction with a homet is most likely an
unauthorized or a malicious activity, and any catioa attempts to
a honeypot are most likely probes, attacks, or comyses [34]. Honeypot
logs can be used to analyze attackers’ behaviarslesign new defenses.
Honeypots can be categorized with respect to thgitementations [22].
A physical honeypois a real machine on the network with its own afiag
system and address, whilevistual honeypotis a Virtual Machine hosted in
a physical machine. Virtual honeypots require fassl computational and
network resources than physical honeypots, and fiteyide far greater
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flexibility in emulating various operating systems.

Single honeypots or multiple but independently afest honeypots suffer
from a number of limitations, like a limited localew of network attacks,
alack of coordination among honeypots on differaeetworks, inherent
security risks involved in honeypot deployment (rieiqg non-trivial efforts in
monitoring and data analysis), and lack of certealimanagement features.
Having a decentralized honeypot presence while igimy uniform
management in honeypot deployment and operatiarcigllenging task [22].

A possible solution overcoming the limitations afividual honeypots
comes fromhoneypot farming Instead of deploying large numbers of
honeypots in various locations, all honeypots aeplay/ed in a single,
consolidated location [44]. This single network bbneypots becomes
ahoneyfarm Attackers are then redirected to the honeyfasgardless of
what network they are on or are probing, ugiedirectors A redirector acts
as a proxy transporting an attacker's probes toomeypot within the
honeyfarm, without the attacker ever knowing it. Attacker thinks she is
interacting with a victim on a local network, whem reality her attack is
transported to the honeyfarm.

5 The critical significance of privacy challenges in oppnets

The proposed opportunistic network technology is ohpossible approaches
for moving towards the ultimate goal of pervasivamputing. Since huge
privacy risks are associated with all pervasive potimg approaches,
oppnets—being such an approach—must face signiffwaracy perils.
Pervasiveness must breed privacy threats, as waiexp our 2004 paper

[3]:

Pervasive devices with inherent communication céities might

[...] self-organize into huge, opportunistic sensetworks, able to

spy anywhere, anytime, on everybody and everythitign their

midst. [...] Without proper means of detection andtradization,

no one will be able to tell which and how many gsoare active,

what data they collect, and who they work for (adveatiser?

a nosy neighbor? Big Brother?). Questions such@ari' | trust my

refrigerator?” will not be jokes—the refrigeratorilvbe able to

snitch on its owner’s dietary misbehavior to thenevis doctor.
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We very clearly recognize the crucial issue of @aciwin oppnets (as well as
in all other pervasive computing approaches). Ryivguarantees are
indispensable for realization of the promise of rvpsive computing. We
strongly believe that without proper privacy pratec built into any
technology attempting to become pervasive, theipuwiill justifiably revolt
against it. Any oppnet solution (or other pervasiv@mputing solution)
compromising on privacy protection is doomed tootalt failure. Simply,
privacy protection is the “make it or break it” ige for oppnetand pervasive
computing in general.

There is no inherent reason why an oppnet would teenslave the device
asked to help it, exploiting its sensitive resoarcehere is no inherent reason
why the helper device would need to disclose alhgesources to the oppnet.
In the simplest solution, the candidate helper ékp its private data in
a secure vault (e.g., enciphered in its storagi®yéeagreeing to join an oppnet
that asked for help. In case of an involuntary cdpson (in an emergency
situation), the oppnet will allow the candidatef®szlto save private data in
helper’'s own vault before mustering it.

Other solution we consider will rely on a stricpaeation of private and
public areas within the helper device or networkisTwill ensure that
a benevolenbppnet will never (even when it malfunctions) at¢no capture
helper's private data. It will also provide proieat against malevolent
oppnets that might attack privacy of other devimesetworks pretending they
need them as their helpers for legitimate needs.

Still other approaches include protecting privathelpers and other entities
that are under oppnet management or surveillangcdobyexample, assuring
their anonymity or pseudonymity; providing algbrits for detecting
malevolent oppnets, which masquerade as benevolgmiets in order to
attack prospective helpers (detection will deny nmtheopportunity to
compromise privacy of helpers); and developing meshto protect oppnets
against all kinds of privacy attacks, including mialus uses of oppnets for
privacy attacks by malicious helpers. The nextisealescribes more privacy
solutions.

Some relaxation of the strictest privacy protectstandards might be
permissible in emergency situation, especiallyifardnd-death situations. For
example, a victim searching for help will probalsigt object to an oppnet
taking over her Body Area Network (BAN), controlfimlevices on and within
her body. We will consider exploring this possiilivith a full concern for
legal and ethical issues involved. If we do, welwdllow two basic
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assumptions: (1) an entity should give up only aschmprivacy as is
indispensable for becoming a helper for the redqugsbppnet; and (2) an
entity’s privacy disclosure should be proportiotathe benefits expected for
the entity or to a broader common good. The lagterspecially important in
emergencies, when the goals like saving a lifen&f person takes precedence
over the comfort of another.

Our earlier work on privacy includes a solution foivacy-preserving data
dissemination [30], which we might adapt to improthe oppnet-helper
privacy relationships.

Finally, we need to note that privacy (and secyiitypervasive computing
is a very active investigation area. We can useynmher privacy solutions
conceived by other researchers working on netwankd in the area of
pervasive computing.

6 Privacy and security challenges in oppnets

One of the main sources of security and privacgats in oppnets is the fact
that even a perfect helper authentication, perfdrrbefore helpers join
oppnets, will not guarantee excluding maliciousides from oppnets. The
reason is that even a perfect helper authenticatitmot preclude abuses of
authorizations by insiders. In general, oppnetgehm use two lines of
defense: (apreventive defensédy blocking malicious helpers from joining
them (e.g., by best authentication possible), dmdréactive defenseby
detection of malicious devices only after they jtiem, and their notorious
behavior is detected (e.qg., by intrusion detecsigstems).

The most important security and privacy challendes opportunistic
networks, discussed in turn in the following sulises, are:
Increasing trust and providing secure routing
Helper privacy and oppnet privacy
Protecting data privacy
Ensuring data integrity
Authentication of oppnet nodes and helpers
Dealing with specific most dangerous attacks
Intrusion detection
. Honeypots and honeyfarms
Fig. 3 displays a general security scheme for ofgpria the absence of

©ONogr~LNE
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a highly trustworthy authentication mechanism allef steps marked by
outgoing arrows from the adder circle are mandatory

No initial P—p> Robust routing (to prevent common attacks)
authentication
1 Grant access to helper based on roles
New helper
joining oppne Authorize helper to perform certain operations

Observe helper behavior —

Use special intrusion detection techniques for
sophisticated attacks (like MITM) by helpers

Vb

Permanently
eliminate, isolate,
avoid “bad guys” g Find “bad guys g
during routing so that
they can’t join again

Fig. 3. The general security scheme for oppnets.

6.1 Increasing trust and providing secure routing

A list of “more trusted” devices, based on direxperience and second-hand
reputation, can be maintained by an oppnet. Fompl& an oppnet can trust
more oppnet reservists, or devices owned by ceitahtutions, such as
devices at police stations, government offices,phals, public libraries,
universities or reputable companies. Once a listrudted devices is made,
these devices can be used for more critical tdsksshould not be entrusted to
unknown devices or, even worse, distrusted devi¢as.'black list' of
distrusted entities can be maintained as well.)

Secure routing can use both lists. Selecting eerthdt passes through only
trusted devices (or as many trusted devices asibpgsss challenging.
Numerous papers have been written on individuddadrouting protocols. Hu
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and Perrig wrote a survey of secure wireless addwting [17].

The secure wireless ad hoc routing protocol thaimsemost relevant to
oppnets is Ariadne [18]. It is an on-demand proltticat works in the presence
of compromised nodes. Ariadne uses symmetric cgypfuhy. It authenticates
routing messages using one of the three schemes:

» Shared secrets between each pair of nodes

 Shared secrets between communicating nodes combiniéd
broadcast authentication

» Digital signatures

General solutions proposed for securing routingquals in wireless or ad
hoc networks or the Internet cannot be used dyrdéntloppnets because of
their special characteristics. Among others, oppae¢ highly heterogeneous,
with different processing abilities, power souraesdes of transmission, etc.

Trusted devices powered by batteries should be sigadngly to increase
their lifetime, and in this way optimizing oppnemmectivity and thus routing.
Having adequate battery power might be easier ipnefs than in other
systems since oppnets can rely on harvesting neegalirces via their
growth.

6.2 Helper privacy and oppnet privacy

Some approaches for assuring privacy were mentigmeslection 5. More
details for some of these solutions and other molstare presented here.

Helper privacy

To be accepted, oppnets must assure privacy oetgelp fear of having its
privacy violated can prevent candidate helperstéaviby an oppnet from
joining it, or can cause reluctance (a passive roraative resistance) of
candidate helpers ordered by an oppnet to join.

The first line of privacy defense for a helper date access controls
(authentication and authorization) and its intraggwevention (using security
primitives, relying on trust, using secure routiatg.). Intrusion detection
should be the second line of privacy defense fdpére, helping when
prevention fails or cannot be used due to its icieificy. Elimination or
isolation of bad entities from oppnets via intrusaetection is very important
for benevolent nodes. The problem of enforcing se€@®ntrol and performing
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real-time intrusion detection for oppnets are mdifficult than for the
Internet, wireless networks, or ad hoc networksgg@meral because of the
highly heterogeneous nature of oppnet components the spontaneous
manner in which oppnets are formed.

We investigate three helper privacy approaches: efdtending initiator
anonymity protocols ([15, 42]); (2) providing resg®r anonymity and
anonymous data transfer via proxy techniques [4R[ (3) use ofactive
certificates[4] to safeguard sensitive information or resoaree helper nodes
from software agents sent by an oppnet.

Oppnet privacy

Guarding an oppnet against privacy violations biyetper or by another
oppnet node is equally important. Malicious helpeas join an oppnet with
the purpose of violating its privacy. Since it isry difficult to uncover the
motives of any helper invited or ordered by an apa join, the only way to
find bad helpers may be by intrusion detection.

We investigate three helper privacy approaches:a(EBplution based on
automatic trust negotiation [55]; (2) using Senantieb technologies to
manage trust [8]; and (3) automatic enforcememtrioficy policies, described
by the Semantic Web Rule Language (SWRL) [45]. Weo astarted
investigation of a Semantic Web framework with aWliObased ontology
[11], and Rei [40, 24] and KA0S [26] policy langesg to move
towards context-aware policies for oppnets.

6.3 Protecting data privacy

Privacy of messages in oppnets is our next conansidered separately
from the privacy issues considered above.

Multicast from the controller

Many controller messages are intended for onlyva gelected nodes in the
oppnet and require privacy. The lack of a sharedeser a key between the
controller and the intended recipients makes tlablpm of providing data
privacy difficult. If there is a shared secret kffgr the symmetric key
cryptography encryption) between the controller antended recipients,

25



a capture of even a single device leads to theréabf the whole scheme. The
capture might be more probable in crisis situatisen providing physical
protection is even more difficult.

Messages from nodes to the controller

Many messages from oppnet nodes to its controles eequire privacy.
Encryption is a standard way of providing such gataacy. Asymmetric key
cryptography (or a public key cryptography using)P¢an be used to protect
privacy of these messages.

A malicious device can pose as an oppnet contrather distribute its own
public key. To prevent distribution of such a falgaublic key, the legitimate
controller needs a secure mechanism to broadcgmsibhic key to oppnet
nodes, including candidate helpers and integragukehs.

Messages in oppnets can be sent from one devimedther device (peer to
peer) in a wide area or locally. The latter caselumes an intra-cluster
communication among devices in a neighborhood. éallocluster head
(a trusted device) can again use public key crypigiyy in communicating
with its neighbors. A malicious device posing aslaster head must be
prevented from distributing its own forged publiyk

6.4 Ensuring data integrity

Data integrity is a part of any secure communicatidigital signatures can be
used to guard integrity of messages. They are ofiem expensive
computationally forthin devices (like cellphones, PDAs, etc.), typically
running on a limited battery power. Lightweighteahatives should be
devised to guarantee integrity of data packets.

Message size may vary when it travels through gmnep Suppose that
a message is sent from a cellphone to a baserstatmugh a PC connected to
the Internet. The size of the packets travelingiftbe cellphone to the PC will
be different from the size of the packets when tinayels from the PC to the
base station. If packet fragmentation and aggregatannot be performed
securely, the end-to-end security mechanisms agpuata integrity could
fail.
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6.5 Authentication of oppnet nodes and helpers

Delivering secret keys securely to all hon-malisialevices (and only to
non-malicious devices) is very difficult in ad hogpnet environments. Hence,
relying alone on cryptography-based authenticatioechanisms (such as
Kerberos) is not sufficient. We need to deal witth@st of sophisticated
attacks, such as MITM, packet dropping, ID spoofintasquerading), and
distributed DoS attacks—all significant and potalhti disabling threats for
oppnets.

We investigate two helper privacy approaches: (Boktion integrating
existing techniques of authentication, authorizatamd accounting (AAA)
([37, 1]) to provide authentication of nodes in pefs; (2) use of Identity
Based Encryption (IBE) [16] for creating and stgrjpre-shared secrets, public
keys and revocation lists.

6.6 Proposed solutions for dealing with specific attacks

The most dangerous attacks on oppnets and theicteftan be described
briefly as follows:

1. MITM attacks Suppose that a malicious device is on the path
connecting a victim and the rescue team. When togmv sends
a help request message to the rescuers, the noalidievice might
capture it and maliciously inform the victim thal is on the way. It
could also tamper with messages sent by the rescuer

2. Packet droppingThe malicious device in the above scenario might
drop some or all packets sent between the victiditlaa rescue team.

It might capture packets at random, or forward péglcontaining
insignificant information and drop packets containi critical
information.

3. DoS attacks by malicious devicdsalse requests for help can be
generated by malicious devices. They will keeprdseue team busy
and unavailable for real emergencies.

4. DoS attacks on weak linkBoS attacks may target a “weak” device,
such as a cellphone, that is critical to oppnetragm (e.g., if it is
the device that connects two clusters of usersg Qdttery of such
a cellphone is a very precious resource and shmeildsed sparingly
till an alternative inter-cluster connection is ol Attacks to exhaust
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battery power can occur. Some DoS attacks may ttargeg critical
weak devices.

5. ID spoofing Mapping some node properties (like location ofoae)
into node ID by a controller can be dangerous. Adunarading
malicious device can generate requests with maltipk, resulting in
many false alarms for the rescue team. Services tleed
authentication can be misused if IDs can be spoofedevice
capable of spoofing ID of atrusted node or a nuodlh critical
functions can pose many kinds of attacks.

6. Helpers masquerading as oppnet membddelper nodes that
masquerade as oppnet members can attack the opphebnly
individually, but can form a gang for attacking thygpnet.

Research directions or initial solutions, explobgdus to prevent the above
attacks, can be sketched as follows:

1. Solution directions for MITM attacksA person in need can send
redundant messages to the controller through nheiltigighbors.
This will increase the chances that least one ®ftlultiple message
copies will reach the controller, even if there ateackers on some
paths. So, redundancy of routes can be exploitedoa the MITM
attackers. Use of integrity regions [9] is anotlsedution to be
investigated for preventing MITM attacks.

2. Solution directions for packet droppinghe above idea of sending
redundant messages via multiple neighbors may wfank packet-
dropping adversary is situated on at least one .pdthain,
redundancy of routes can be exploited to avoidlatts.

3. Solution directions for DoS attacks by maliciousides: Upper limit
can be placed on the number of requests any de@oegenerate.
Thus, it will limit the number of times any devican send a false
help request. In addition, the rescue team camptteontacting the
requester to confirm an emergency request.

Other solutions under investigation include: (1ldegrating a trust
evaluation technique [29] and locality driven keyamagement
architecture [54]; and (2) a solution based on itagggpackets with
signalprints [12] and using appropriate matchinigsuo detect DoS
attacks based on MAC address spoofing.

4. Solution directions for DoS attacks on weak linkientification of
weak devices, their strengthening (e.g., providiagkups for them),
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or minimizing their workload can counteract sucttaeks and
maintain connectivity in oppnets.

5 Solution directions for ID spoofingAlthough it is difficult to
guarantee that malicious nodes will not join anregipoppnet nodes
can watch their neighbors for possible attemptbo§poofing. The
SAVE protocol [28] can provide routers with infortite needed for
source address validation. This protocol needsetanbdified to suit
the heterogeneous nature of oppnets.

6 Solution directions for helpers masquerading as ngipmembers
Helpers should be required to at least authentematigorize
themselves before they can start inviting/ordedttger nodes to join
the network. We investigate a solution based onadpyints [12],
which are highly correlated to physical node lamasi and can detect
malicious nodes lying about their MAC addresses.

6.7 Intrusion detection

Malicious devices or malicious networks can join @opnet if an initial
authentication mechanism is not adequate. Thexaeed to detect and isolate
malicious nodes, clusters, or networks. Secutaiributing information about
malicious entities in the presence of malicioustiestis a challenge. If shared
securely, this reputation information can be usgdlboppnet nodes to protect
themselves from attackers. Even if this informatioan be distributed
securely, avoiding the suspected entities whilentaming connectivity is
a challenge.

We are investigating requirements for efficientasithms and protocols for
intrusion detection in oppnets, based on existoigt®ns for MANETS [39].
The characteristics of oppnets make real-time smrudetection and response
in them even more challenging than in other tygasetworks.

6.8 Honeypots and honeyfarms

Design of low-cost honeypots for oppnets is chaileg because physical
security of honeypots cannot be guaranteed foettiee lifetime of an oppnet.
Observations from honeypots cannot be trusted sinesure channels of
communication are established. Attackers masquegadis honeypots or
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posing DoS attacks on honeypots are examples difiggns that need to be
solved.

We are investigating a hybrid honeyfarm architextdior oppnets that
integrates the high-interaction technologies ofl&dar honeyfarm [22] and
Potemkin honeyfarm [51], providing botkentralized management and
decentralizechoneypot presence. The resulting system can be sealable
and efficient, using late binding of resourcesstilaloning, and redirectors.

7 Conclusions

This chapter describes the conceptopportunistic networkgoppnet$, and
presents the related research challenges in pravag\ysecurity.

Oppnets constitute a newly identified categoryahputer networks. When
deployed, oppnets attempt to detect candidate heitems existing in their
relative vicinity—ranging from sensing and monitaj to computing and
communication systems—and integrate them under tvemn control. When
such a candidate is detected by an oppnet, theebmgwaluates the benefits
that it could realize if the candidate joins it.tlfe evaluation is positive the
oppnet invites the candidate to become its helpethis manner, an oppnet
can grow from a small seed into a large networkhwiast sensing,
communication, and computation capabilities.

Oppnets will facilitate many applications. As araewle, they can help
building an integrated network called for in vasoaritical or emergency
situations [48]. Oppnets can be used to enableeadiivity in an area where
any existing communication or information infrastiure has been fractured
or partially destroyed. Oppnets will integrate eas systems that were not
designed to work together. The integration will @mte the flow of
information that, for example, can assist in resand recovery efforts for
devastated areas, or can provide more data on piemzo that are just
developing, such as wildfires or flash torrents.

Answering to the identified privacy and securityathnges in oppnets will
contribute to advancing knowledge and understandiog only for the
opportunistic networks, but will simultaneously adee the state of the art of
computer privacy and security in ad hoc and in ggrurpose computer
networks.
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We continue working on a number of the identifigdhltenges, continuing
our investigation of privacy and security in opmnefhe planned prototype
opportunistic network will provide a proof of compddor our solutions, as well
as stimulation and feedback necessary for fineatyttie proposed solutions.
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