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Abstract— This short paper discusses our work in progress on
intrusion detection (D) in wireless sensor networksgensornets
Its major goals are threefold. First, we discuss dracteristics
and vulnerabilities of sensornets that make necesyadesigning
ID solutions specialized for sensornets. Second, widentify
research challenges in ID for sensornets. Third, weropose
initial ID solutions that exploit sensornet characeristics and take
into consideration their resource-constrained natue. We also
identify a new type of attack on sensornets, calleghenomenon
forging, and present solution ideas for it.

Index Terms- Sensor networks, sensornets, intrusion
detection, IDS, security, DoS, phenomenon forginganomaly
detection, misuse detection

I. INTRODUCTION

IRELESS sensor networkssénsornefs are deployed
for periodic monitoring of phenomena, or for deiregt
and reporting occurrences of specific events. Saerso
nodes are physically unguarded, resource-consttand use
wireless communication medium, which is susceptitde
eavesdropping. This makes sensornets an easyt tiange
attacks defeating the goals of their deploymengnewithout
cracking cryptographic keys. As a consequencefittsteline
of sensornet defense, attack prevention, is ndicguit. The
second line of defense, attack detection, usimgusion
detection(ID) techniques is necessary.
There are many publications (e.g., [2, 11]) aboudsible
intrusion detection system@DS) for a broader class of
networks that includes sensornets, namely &t hoc

area of ID solutions for sensornets. The first lemge is to
identify the most dangerous attacks on sensornéis.
postulate that due to the limited sensornet ressyrtD in

a sensornet should be limited to only a few typkattacks
most dangerous for sensornets. Then, we outlineeroth
research challenges that indicate the importanadesigning
lightweight ID mechanisms for sensornéf¢e also propose a
few initial ID solutions that exploit sensornet cheteristics.
Section IV concludes the paper.

Il. SALIENT FEATURES VULNERABILITIES
AND CONTROLS FORSENSORNETS

Wireless sensornets can be viewed as a subcategory
wireless ad hoc networks. As such, the former nsistre
some characteristics with the latter (like the uwsfethe
wireless medium) as well as have some distinguishin
features. Salient features, listed below, makeifficdlt or
impossible to simply import intrusion detectionhaiqjues for
sensornets from AHNS.

A.Salient Sensornet Features vs. Ad Hoc Network Festu

The distinct characteristics of sensornets vs. AHilNdude
the following:

1.Sensornet nodes are even more severely resource-
constrained than AHNs. Uneven consumption of enérgy
sensornet nodes is a bigger problem. Partitionimgai
sensornet is thus more probable, in effect seryoeslucing

networks(AHNS. But unless the IDSs are based on efficient the useful network lifetime.

mechanisms for detection of a sufficient varietyatificks, we
will be far away from practical ID solutions. Toettbest of
our knowledge, the efficient ID mechanisms for dgte

intrusions other than packet dropping and flooditigcks in
AHNSs remain to be investigated. This means thatkettisting

solutions for AHNs do not cover a sufficiently bdoscope of
intrusions.

In the next section, we present other reasons wien e
these IDSs for AHNSs, for the limited set of intruss, cannot
be directly imported for sensornets. The most aaiti
consideration in borrowing ID solutions from oth&iNSs is
that energy resources in sensornets are even ronsgrained.
Energy is an expensive resource for sensornetsaubec
sensornet nodes use batteries.
batteries is expensive and, depending on the demoy
milieu, may even be impossible. To be practical dee in
sensornets, solutions for detecting intrusions khobe
lightweight

The next section discusses characteristics
vulnerabilities of sensornets that make generatugnon
detection solutions for ad hoc networks infeasitite
sensornets. Section Il identifies research chglsnin the
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2.In contrast to mobile AHNSs, sensornet nodes aretlgnos
stationary. (We consider stationary sensornets.pnly

3.Both the coverage of the area to be monitored by
a sensornet and the connectivity of its nodes medbken
into consideration during sensornet deployment THjs is
not an issue for AHNs in general.

4. Traffic patterns in sensornets differs from trafiiatterns in
AHNSs in at least the following ways:

a) Unlike in AHNSs, traffic patterns in sensornetncbhe
classified into three different categories [4]: nypdo-
one, one-to-many, or local communicationsmniany-to-
one communication many sensornet nodes send
readings to a base station or an aggregation poite
network. Typically, data are aggregated on theiy tea
the base station to reduce the number of messapda [
one-to-manycommunicationa single node (typically a
base station or an aggregator) floods several segtso
nodes with a query or control information. Finally,
local communicationneighboring nodes send localized
messages to discover each other and coordinate with
each other.
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b) Traffic in sensornets is not as randomly distrégl as in

A. Challenge 1 and Initial Solutions

AHNSs. Since sensornets are deployed to detect angpg|ienge 1:Finding the most dangerous attacks by studying

report events to a base station, traffic is eveivied—
which normally makes it bursty or periodic. Genbal

attack effects and finding attack precursors.

the uneven traffic in sensornets makes defining its Simpler attacks on sensornets can be precursaigto

normal patterns difficult. Different routing protls [3]

more dangerous ones. Figure 1 shows attack presufsp

and sleep-wakeup-based MAC protocols [10] take intg number of common attacks. Detecting any of tieeymsors

consideration this nature of sensornet traffic.

B. Sensornet Vulnerabilities vs.
Vulnerabilities of Ad Hoc Networks

Sensornets are more vulnerable to attacks than Adtids
to the following reasons:

1.Sensornet nodes are mostly physically unguarded.

capture of a single node by an attacker can rdault
a compromise of shared secrets or cryptographis.key

2.Sensornet nodes are even more resource-constrained
terms of their radio range, processor speed, memo

capacity and battery power.

3.DoS attacks can succeed more easily, since semsor
nodes are resource-constrained. Thus, DoS attagks 4

more dangerous, more easily defeating the purpdse
sensornet  deployment, even  without
cryptographic keys.

4.Due to specific traffic patterns (as discussed apouse

is a worthwhile goal as any simpler attack may edecmore
complicated and sophisticated attacks that are rdiffieult
to detect. Finding precursors and detecting thereaaly as
possible is also beneficial considering limitatiamssensornet
resources.

Attacks Precursors
AMasquerades Packet forging or Sybil attacks
Sybil attacks Packet forging

Man-in-the-middle
attacks
YFalse route requests

Packet forging and masquerades

Packet forging and attacking
routing protocols

SMisdirections Packet forging

L Selective forwarding Packet dropping, sinkholes

crackin

Blackholes Packet dropping

Figure 1: Attacks and their precursors

Major effectsof these and other (less common attacks are

of asymmetric cryptographic primitives incurs a Wiea pyiefly enumerated in Figure 2. It should be nothét to

communication overhead [8]. As a consequencecreate a sinkhole, adversary attracts traffic towatself. An
asymmetric cryptography—which is orders of magretud 4iiacker exploits weaknesses in the routing protmctaunch

slower than the symmetric one—is infeasible foradat thjs attack. A sinkhole can be a precursor to odtiercks, like
aggregation, considering limited resources of se®0 ¢qjective forwarding.

nodes.

C. Security Controls in Sensornets

Most common security controls used in all kinds of

networks, AHNs included, are based on encryptibrs hard
to imagine providing security controls for senstsn@ithout
cryptographic solutions, but—due to resource litiotss in
sensornets—these must bdightweight cryptographic
solutions. Being lightweight, they will be even desffective
than medium or heavyweight
available for networks and AHNs, which are routynel
complemented with ID systems.

Since lightweight encryption in sensornets willoall even
more successful exploits,
important in sensornets than in AHNs or other nekaoAt
the same time, ID solutions for sensornets are ewene
difficult to devise due to their severe resourcestmints.

In view od these facts, we postulate to limit istan

detection in a sensornet to only a few types aickt most
dangerous for the sensornet. Details follow.

Ill.  RESEARCHCHALLENGES IN
LIGHTWEIGHT INTRUSIONDETECTION FOR SENSORNETS

This section identifies the major challenges inealeping
lightweight intrusion detection techniques for semsts.

Attacks Effects

Physical capture, TamperingUnavailability
Jamming, Collisions, Unfairness

Man-in-the-middle, Packet Network  partition,
dropping, Blackhole, SelectiveExhaustion
forwarding

Sinkhole, Flooding, False routeExhaustion
request, Misdirection, Wormhole

cryptographic  solutions

Selective forwarding Unavailability,

Exhaustion

ID solutions are even emor

Figure 2: Attacks and their major effects

The following parameters can be used to quantifeats

posed by attacks:

1.An immediate threat vs. a long-term effect: Sontaciks
may pose immediate threats to sensornet operations
whereas some may not. The latter might still beyver
harmful in a long term if undetected.

2.Active vs. passive: Attacks may be active (e.gckpa
forging) or passive (e.g., overhearing by advepsary

3.Amount of resources used by attackers: Some attacks
may need quite resourceful attackers (e.g., HELIoOd
attacks) or more than one attacker (e.g., DDoSgreds
others can be mounted even by nodes with just Horma
resources (e.g., blackholes).

4.Sensornet participation: Some attacks are possiilieif
an adversary joins the sensornet prior to attaciking
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It might be hypothesized that a higher prioritydietection
should be given to immediate threats, active agtaektacks
that need lesser resources, and attacks that donewd
sensornet participation. (As a consequence, atthekslio not
pose immediate threats, passive attacks, attactsréiguire
more resources, and the attacks that require gwstsor
participation would be detected only as time ansbueces
permit.) This hypothesis needs to be investigated.

Attacks leading to exhaustion do not pose an imatedi
threat but if undetected can decrease the netwifetime
considerably. Since they do not pose an immediateat,
should their detection be done as time and ressypeemit?
The attacks caused by packet forging lead to margerous
and sophisticated attacks like man-in-the-middldgtagks
caused by packet dropping lead mainly to exhaustbn
energy. But if a malicious node drops packets owmwatiisly,
then its neighbors might wrongly conclude thatsitdead.
This may lead to network partitions.

Packet forging and packet dropping are the precsir®
many dangerous attacks, as shown in Figure 1. Weuss
next a few initial solutions for detecting some gienattacks
that can also be precursors.

Initial Solution la—Detection of Packet Dropping

Paths One of the most common solutions for detectingdr

packet dropping [2, 5] in AHNSs is to monitor evargdein
order to detectnodes dropping packets. A lightweight
approach can be to monitor, detect and isgatasthat drop
packets. Sensornets are generally dense, which sne
availability of redundant nodes and alternate pathmany
areas.

The mechanism works as follows. Find during theteou
discovery process an alternate path that is nogieidi with
the original path. The alternate path can be usgdhe
receiverR to send back to the sendgthe number of packets
that R received fromS. If at least one node on the original
path drops packet§ will see a number lower than its own
count of packets sent by it tB. After detecting that the
original path drops packets, an alternate pathbeansed for
subsequent communications.

Initial Solution 1b—Detection of Sybil AttacksIn a Sybil
attack, a node illegitimately assumes multiple tdiers. If
undetected, this attack can be very dangerous l&mtien
algorithms, where a majority vote wins. If a magqade can
be detected, then a Sybil attack can also be d@dete@ut
detecting masquerades is an open research chall@mge
solution for detecting a Sybil attack
a participating node is as follows. Suppose thaensornet
nodes suspect that another node is posing a Sibdkaon

them by assumingidentities. Ifi < k, they can askk - i other

trustworthy nodes for help. Thie nodes can now test the

collective resources of atlidentities of the suspected node as
follows. Each of thek testing nodes simultaneously asks

longer than any of the testing nodes (assumingatizles
require the same time to solve). Thus, it will thié test.

Initial Solution 1c—Detection of MasqueradesA solution
is to build node profilesfor neighbors from the existing
system data extracted across multiple network faysode
profiles are used to detect anomalies. At the mlaydayer
these data can be RSSI values, at the MAC laygrdhae be
TDMA or sleep-wakeup schedules, and at the appdicat
layer they can be the round-trip time for bidirentl
communication. If an adversary tries to masquerade
another node, it can be detected by comparing éteatior
characteristics (obtained in the real time) to stm@ed profile
of the impersonated node. A mismatch that is segaorigh
will identify a masquerade. Using profile data exted at
multiple layers provides a more robust solution.

Another solution for detecting masquerades is wddgh
based and is discussed in the next section oneZiga| 2.

B. Challenge 2 and Initial Solutions

Challenge 2:ldentifying data, information or properties that
watchdogs can monitor, and measuring the cost and
effectiveness of watchdogs.

Watchdogdave been proposed mainly for detecting packet
opping attacks [5, 6]. We propose using watchdogtetect
masquerade attacks. It is very important to idgntifie
minimum amount of data, information or propertidgmtt
watchdogs need to monitor to be able to detect vengi

flumber of attacks.

By monitoring packets, watchdogs can extract thieviong
information and use it for attack detection:

1.The received signal strength indicator (RSSI) vdiue
the signal, time of flight for a quick bi-directiah
communication, time of transmission or receptiom fo
a packet, or other physical, temporal and spatial
properties of the received packet.

2.Nodes receiving a given packet or at least the owtw
area that receives the packet.

3.Application-specific information that can be used t
detect intrusions. Examples are a timestamp ocatitan
of a network area where a query needs to be peefihrm

Design of watchdog-based detection mechanisms @houl

take into account the following important issued ariteria:

1.Watchdogs may need to observe a certain minimum

number of packets to detect an attack.

launched by 2.Some watchdogs may need continuous monitoring

whereas others may need periodic monitoring. Ttterla
are preferable for resource-constrained sensoouia

3.Watchdogs may monitor the behavior of nodes, paths

clusters. Watchdogs that can detect attacks by just

observing end-to-end behavior of a path are prbfera
over watchdogs that need to monitor every singtéeno

a different one of thék identities (suspected to be a single 4 cyrrent watchdog-based mechanisms [5] assumeltiat t

Sybil attacker) to solvk different puzzles in order to test the
computational power of the processor of the susggect
attacker. If the suspected node is posing a Sytatk, and if
it has resources comparable to other nodes inédhsosnet,
then to answer ak puzzles it will need a period abdutimes

area in which a signal can be received is circul@h the
transmitting node at the center of the circle. tagtice

the area is not circular. Watchdog-based mechanisms

should be designed to adapt to the actual areseshaip
radio ranges.
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5.Some detection techniques may require collaboratiomhe number of adversaries present in the area heil t
among watchdogs [6]. In such cases, providing arsec locations will have a significant impact on thewiins.
channel of communication between watchdogs is - )
necessary. Providing it in the presence of attacker D. Challenge 4 and Initial Solutions
a challenge. Challenge 4: Identifying types of DoS attacks specific to
6.Collisions and hidden nodes pose problems to waighd Sensornets and proposing lightweight detection meisims.
based mechanisms and result in a large numberis® fa

. Sensornets are especially vulnerable to DoS attéeks
alarms and misses [5]. b y

exploiting buffer overflows) because sensornet sodee
Initial Solution 2a — Detection of Masquerades: resource-constrained. Security primitives based on
Researchers have already proposed [5] watchdogtbaseryptography are not sufficient to guard againsSCatacks
mechanisms that exploit broadcast media to detackgi- because some DoS attacks can defeat the goal sétisernet
dropping attacks in AHNs. Sensornet nodes may tetece ~ €ven without cracking its keys. As an example, mErs
attacks through a passive listening. phenomenon forging defined below. Apart from thagS

As an example, we propose a watchdog-based mutugftacks can target proposed MAC [10] and routingtqmols
guardingmechanism to detect masquerades. We assume tHal for sensornets.

nodes are static and new nodes do not join theosesis Let  phenomenon Forging Suppose that a sensornet is deployed
N(X) be the set of neighbors of node The steps in our to detect wildfires. Upon receiving an alert (whichay

watchdog-based mutual guardisgjution are as follows: contain a detection of a wildfire and its locatiothje response
1.Every node finds its neighbors (this informationynt®e = mechanism to extinguish wildfire gears up. An adaey can
obtained during sensornet setup). defeat the goal of the sensornet by fooling mamgaees with
2.A node X can overhear and detect any of its neighborsmall “deceptive” fires (depending on the sensornet
masquerading a%, because the radio ranges overlap. intelligence, each could be just a lit match). histway, the

3.1f node X overhears an outsider masquerading as a Bode@dversary can confuse the sensornet with falsenaland
that is not its immediate neighb( is not in NK)), X exhaust sensornet resources as well as the resoafdhe
can detect the masquerade attempt. The reasoatithén "€SPonse mechanism. If a real wildfire starts afesource
real nodeZ is too far away to be heard by X can be exhaustion, the sensornet and the response megharight
either the destination node or any node on theerout be unable to adequately respond. We call this lattac
Node density, radio ranges and topology are somehef phenomenon forgingdt is specific to sensornets, and it can be

: launched without cracking cryptographic keys ogfng even
important parameters that can affect the numbeffatsfe a single data packet (the packets are all real by e
alarms and misses.

phenomenon is not).

C. Challenge 3 Initial Solution 4a—Detection of Phenomenon ForgingTo
Challenge 3:Informing the network about locally detected prevent sophisticated attacks, solutions shoulddésigned
intrusions. carefully by taking into consideration the actapplicationof

. . . a given sensornet. Generic solutions will always/éesome
Even though intrusions are detected at nodes rgrimist loopholes for an adversary to exploit. For our epm

based IDSs, informing e|the_r the _whole network gt of a simple solution can be to put a threshold onnilmaber of
the network about the intrusion or quarantining the

) . . nodes in an area that must detect a fire at appairily the
2':55:3\””9 nodes is a challenge because of theniog same time. Since asingle mobile adversary attgckin

) ) B a sensornet takes time to move from one sensaraiher, the
1.1t is costly to provide a secure channel of comroation phenomenon-forging attack can be detected. Stijfamg of

for a resource-constrained sensornet. This is #8® C \ye|l-synchronized attackers can defeat this sautio
even with lightweight cryptographic algorithms hayi

low computational intensity. Initial Solution 4b—Detection of Invalid Information
2.Capture of a single sensor node results in comiami Source Sensornets have specific communication patterns.
a shared cryptographic key. This is much more frtba Taking this into consideration, an adversary cartdrinfuse
in sensornets than in AHNs in general since semsornPackets into the network. Suppose that Nodehas four
nodes are typically physically unguarded. neighborsE, W, S and N. X receives fro_m NodeE data
collected from the nodes that are situated in #stegn part of
H])e sensornet. Similarl) receives data frordV, S, andN—
; . ; r the western, southern and northern part, rasmdge. If X
watchdogs. (Lightweight encryption can help.) sends a query about temperature to the easternbpéurit

One more question remains open. If a Securgeceives a reply from node other th&n then X will be
communication channel cannot be provided, how oaal lID suspicious about the originator of the packet. &y node

information be shared among sensornet nodes inawgly proposed technique maps neighbors' replies He t

that adversary gets either no or only a part of useful  geographical location of the node that should diyeeply to

information (and, in the latter case, cannot uge pose any ihe X's query. If the reply comes t§ from a neighbor from

further attacks on the network)? whom it is not supposed to come from, theguesses that it
is an attack infusing malicious packets.

3.The adversary can eavesdrop on the wireless meaingm
can extract and misuse information shared betwee
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Other ways of infusing packets remain unexploredy.,E
consider the phenomenon forging attack. When acsersle
detects a wildfire, it reports the presence andldbation of
the wildfire. The packet containing this informaties sent to
the base station. By forging just the locationte wildfire in
the packet, an adversary might cause a lot of Hatroh as
diverting the response team)

E. Challenge 5

Challenge 5: Detecting and identifying resources employed

by an adversary.

Detecting strength of an attacker is important heeat can
affect the reaction of the response mechanism.rébaurces
employed by an adversary can be measured by:

1. Counting the number of attackers.
2. Investigating resourcefulness of each attacker.

each other. Well-connected attackers are more gaokver

Launching some attacks requires more effort. Fangte,
an adversary wishing to create a sinkhole neegsticipate
in routing and find a loophole in it. Apacket-drapg attack
requires less effort.

Initial Solution 5a—Detection of a HELLO Flood:
A HELLO flood can be detected if nodes detect ttta

strength of the radio signal from an adversarygs ttigh for

a normal sensor node. The RSSI values and the thega
receives a signal sent from an attacker can be toseldssify
the attacker as, for example, a mote-class or wpaglass
adversary [4].

F. Challenge 6

2.

4.

5.

. We proposed using watchdogs for

difficult to directly import intrusion detection kdions
from ad hoc networks.

We proposed techniques to rank threats posed agkatt
on sensornets. We described the relationships leatwe
attacks and their precursors, and the effectstatld on
sensornets.

detection of
masquerades and packet dropping attacks. We idehtif
information that watchdogs can obtain.

We indicated the importance of securely informihg t
whole network or a part of it about locally detette
intrusions.

We identified a new type of DoS attack, named
phenomenon forgingvhich is specific to sensornets

Our future work will involve proposing and analygi
within the unifying framework of intrusion deteatie-

3. Investigating the way the attackers communicatéh wit lightweight solutions to problems discussed in faper.
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(1]

Challenge 6:How to detect physical node capture and codqg]

tampering.

Code tampering is very difficult to prevent without

a special hardware (incl. a processor) and a cemf#lC04

GNO4]. Sensornet nodes are envisioned to becomapehe (3]

and smaller, eventually dust-sized [9]. They wil deployed
in millions. To keep the costs low, it may not besgible to
provide special hardware capabilities for such moue and
small nodes. This makes prevention of tamperinficdif.

Since sensornet nodes are physically unguardebysiqal
capture is easy. Capture of a node can compronhiged
secrets and keys.

Initial Solution 6a—Detection of Physical Capture:
A physical node capture can be detected if nodesitorathe
presence of their neighbors. Suppose, that it tdkesconds
to physically capture a node, to reverse-enginte¢o imodify
its code, and to put it back at its original looati If nodes
monitor the presence of their neighbors periodyjcalleryt <
T seconds, then a physical capture can be detettad.
mechanism involves an overhead of periodic momitpri

V. CONCLUSIONS

Our contributions to intrusion detection for semsis can
be summarized as follows:

1. We identified the specific properties of sensorrtbt

separate them from ad hoc networks and make

(5]

(6]

[7]

it
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