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Abstract: We propose lightweight methods to detect anomaly intrusions in wireless sensor networks
(WSNs). The main idea is to reuse the already available system information that is generated at various
layers of a network stack. To the best of our knowledge, this is the first such approach for anomaly
intrusion detection in WSNs.
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1 Introduction

Wireless sensor networks (WSNs) consist of small devices (or sensor nodes) with radio, processor,
memory, battery and sensor hardware. With widespread deployment of these devices one can precisely
monitor the environment. Sensor nodes are resource constrained in terms of radio range, processor speed,
memory and power. The resource constrained nature forces designers to design application specific
systems. WSNs are mostly unguarded and the wireless medium is broadcast. This makes them more
vulnerable to attacks. Without proper security measures, an enemy can launch various kinds of attacks in
hostile environments. These attacks can disrupt the normal working of WSNs and can defeat the purpose
of their deployment. Therefore security is an important aspect of these networks. The scarcity of
resources forces designers to use traditional security primitives (like encryption, one way functions)
sparingly. Intrusion detection is the second line of defense and it complements security primitives. To be
practical to implement on WSNs, ideas to detect intrusions should be lightweight, distributed and
scalable. In this paper we propose such methods to detect anomaly intrusion in WSNs.

Distributed networked embedded systems like WSNs are layered. They run different protocols at
different layers. These protocols generate data that is used for specific purpose. For example routing layer
generates forwarding tables, which are used for routing. At MAC layer protocols like CDMA, TDMA and
S-MAC [15] are used. TDMA generates a schedule. S-MAC generates sleep/wake-up schedules. The
physical layer runs FHSS, which uses data like frequency hopping pattern, hopping set etc. In this paper
we propose methods, which use data, generated by such protocols for anomaly intrusion detection. We
use the existing system information such as neighbor lists, routing tables, sleep wake up schedules, MAC
layer transmission schedules etc. At physical layer we use received signal strength indicator (RSSI)
values. At MAC layer we use TDMA and S-MAC schedules. At routing layer we use forwarding tables
[3]. At application layer, we propose mechanism in which nodes guard each other. We try to detect
anomaly at multiple layers using only the existing system information. If adversary escapes at one layer,
there are still possibilities that it will be detected at other layers. The multilayer approach makes intrusion
detection system robust. Mechanisms proposed at physical, MAC and application layer can be used to
detect masquerading whereas the one at routing layer can be used to detect packet forging attacks. These
mechanisms could be used concurrently to increase probability of anomaly detection. In this paper our
focus is on detecting intrusions and not on handling them. We assume that the adversary does not
interfere with route discovery.

Since we reuse the already available data generated by different protocols, our approach incurs very
little additional cost and thus is ideally suited for resource constrained WSNs. We analyze the techniques
and give tight bounds on the probability of detection, probability of false positives (or false alarms) and
probability of false negatives (or misses). The rest of the paper is organized as follows. We discuss related
work in section 2. In sections 3, 4, 5 and 6 we discuss techniques at physical, MAC, routing and
application layer respectively. In section 7 we present summary of our results and conclude the paper.



2 Related work

In literature the term intrusion means both intrusion by outsider and insider abuse. In this paper we
address intrusions caused by outsiders. It does not include insider abuse. Kumar has categorized
intrusions into two types as listed below [8],

*  Misuse or Signature-based detection: Intruder takes advantage of weaknesses in the system and
finds out a way to get in. We can formally define these attack patterns. These attack patterns are
called as signatures. So if new adversary tries to use known attacks to intrude then he will be
caught if his pattern of attack matches some signature.

*  Anomaly detection: In this type of intrusion detection, normal user behavior is defined and the
intrusion detection system looks for anything that is anomalous hence suspicious. Anomaly
detection assumes that intrusion is a kind of anomalous activity. So if it detects anomalous
behavior, it can detect an intrusion.

One of the earliest works on intrusion detection is commonly considered to be the one reported by
Anderson [1], which introduced the idea of doing anomaly detection by creating profiles of normal use
and detecting deviations from those profiles. This idea was later formally presented by Denning [4] in
what is considered to be the seminal paper for modern intrusion detection. For a review of intrusion
detection in wireless ad hoc networks, we refer the reader to [10]. Zhang and Lee [16] proposed
architecture for a distributed and cooperative intrusion detection system for ad hoc networks based on
statistical anomaly detection techniques. This article does not discuss the actual detection techniques [10].
Bhargav et al. [2] proposed an intrusion detection and response model to enhance security in AODV [11].
Marti et. al. [9] proposed two techniques: watchdog and pathrater that improve throughput in ad hoc
network in the presence of nodes that agree to forward packets but fail to do so. We next discuss our
lightweight solution to anomaly detection. We propose mechanisms, which can be implemented at
multiple layers of a network stack.

3 Physical layer

The problem of protecting radio interface (like prevention of eavesdropping and jamming) has been
intensively researched for virtually all wireless networks and many solutions have been proposed and
deployed, such as spread spectrum communication and frequency hopping [5]. When a node receives a
packet, it is difficult to find out if the packet came from the claimed sender unless explicit authentication
is used. We try to address this problem by using Received Signal Strength Indicator (RSSI). Recently
proposed embedded operating systems like TinyOS [14] provide functionality to get the RSSI value. For
wireless medium, received signal strength is related to the distance between nodes.

3.1 RSSI value

We associate a neighbor with an estimated RSSI value. After deployment when nodes perform
neighbor discovery, they record RSSI value for each neighbor. These recorded values can be used to
detect intrusion afterwards. The packet received with RSSI value that is not in the range can be flagged.
Similarly a sender can also be flagged for all further communication. Once intrusion is detected, various
kinds of actions (like dropping a packet, flagging a neighbor etc.) can be taken. However in this paper we
focus only on intrusion detection and hence do not discuss solutions to handle intrusions. There are many
factors like background noise, weather conditions etc. that can lead this approach to produce higher
percentage of false positives. Therefore this approach should be used in combination with others (such as
the ones proposed later in this paper).

4. MAC Layer

If scheduling based protocols are used for media access then there is a specific time slot allocated to
each node. If an adversary wants to masquerade as some node it has to do that in the time slot allocated to
that node. If adversary does not follow this schedule and tries to masquerade as some node at a time when
that node is not supposed to transmit, then nodes can detect an intrusion if they keep track of transmission
schedule of other nodes. Below we show how this idea works for TDMA and S-MAC.



4.1 Time Division Multiple Access (TDMA)

TDMA is a digital transmission technology that allows a number of users to access a single radio-
frequency channel without interference by allocating different time slots to different users within each
channel.
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Figure 1: TDMA schedule for nodes

Suppose nodes keep track of TDMA schedules of other nodes that they communicate with. Node X is
allocated time slot t, and node Y is allocated time slot t, (see figure 1(a)). For simplicity we assume that
all time slots are of lengtht. Suppose an adversary tries to send a packet with sender field set to X in time
slot t,. For a node that receives a packet with source field in the packet set to X in a time slot that is not
allocated to X, is an anomaly. In this way the data used by TDMA protocol can be used to detect
intrusion. If an adversary sends a packet in the time slot t; by changing the source field to X then that
packet will not be detected. If we assume that the adversary sends packet randomly in any time slot of
length T (t =T/n) and there are n nodes sharing the medium (in n slots), then the probability of detection is
(n-1)/n. The probability of false negatives is 1/n. If clocks are synchronized, there will be no false
positives. If there is a clock drift of AT, then the probability of false positives is (AT*n)/n*T = At/t. The
probability of false negatives is same as the probability of false positives.

4.2 S-MAC

Many MAC protocols like S-MAC have been proposed which use sleep/wake-up schedule for energy
conservation (see figure 2). If those protocols are in use and node A receives a packet with source field set
to X at a time when node X should be sleeping, then node A can easily detect that the packet is sent by an
adversary. Node A can detect this intrusion because it is an anomaly. Above we propose anomaly
detection technique for schedule-based MAC protocols. These techniques use the available data and
hence incur very little overhead, which suits resource constrained nature of WSNss.

Wake-up Sleep Wake-up

Duty Cycle

Figure 2: S-MAC sleep/wake-up schedule for a node



5 Routing Layer

For ad hoc networks, table driven and source initiated on demand routing protocols whereas for WSNs
data dissemination mechanisms (or routing protocols) like Directed Diffusion [6] have been proposed.
WSN is typically an ad hoc network of nodes with sensing abilities. So routing protocols proposed for ad
hoc networks could also be used for WSNs. We propose an idea of using forwarding tables generated by
routing protocols for anomaly intrusion detection. This idea has been initially proposed by us in [3]. In
that paper we propose a protocol information authentication for sensor networks (IASN). We analyze and
extend TASN in this paper. We show how it works with routing protocols like DSR [7], DSDV [12] and
Directed Diffusion. We then extend it where a node running IASN keeps track of neighbors that are k hop
away for k> 1.

We term high-level data as information. The main purpose of sensor networks is to sense some
environmental variables and send readings periodically to a base station or send readings whenever
someone demands them. Since multiple sensors are deployed to sense some environmental variables it is
expected that they collaborate among themselves to generate meaningful information (if sensors are
deployed to sense fire in woods, then detection of fire is a meaningful information). Sensor nodes have
limited battery power and replacing batteries is a tedious job, which may require human intervention.
Using explicit security primitives to provide authentication is an overhead. So in IASN we proposed an
idea of authenticating information instead of authenticating the source of information. Taking into
consideration the working of WSNs, path discovery should be on demand (like DSR or Directed
Diffusion) instead of explicitly discovering, maintaining and updating routes (like DSDV). It can be
source initiated (like DSR), receiver initiated (like Directed Diffusion) or both depending upon the
application.

In TASN we try to secure information that is sent through the source to destination route. We try to
detect intrusions that can occur on this route. We keep track of neighbors and the type of information
expected from them. Upon information arrival we match the information against the neighbor and verify
it. If that information is not supposed to come from a certain node, we guess that it is an attempt to infuse
malicious packets. We show that IASN can work with source initiated, receiver initiated or table driven
routing protocols. We tested our protocol IASN with DSR and DSDV. Results show considerable
detection of forged packets at low cost. We briefly summarize it next and then extend the idea from the
one presented in [3].

Assume that the route discovery process is
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system information to detect intrusions.

In Figure 5, nodes G, H, E, F and J have empty ADTs, as they are not receiving any information.
Whereas A, B, C, K and D have some entries in their tables. In this example, if all nodes run TASN and if
we assume that nodes do not masquerade (detecting masquerade without an explicit node authentication
mechanism is a challenge) then all the forged packets will be detected and dropped. In the previous
example, a node receives INFO of a certain type from a single neighbor. The ADT can be easily extended
to accommodate the situations where (i) more than one neighbors are allowed to forward the same INFO,
and (ii) multiple INFOs are forwarded by a neighbor.

It is easy to see that the storage overhead of ADT is proportional to the number of neighbors. ADT can
be easily derived and maintained from the underlying data dissemination mechanisms or the routing
protocols. The forwarding-tables or next-hop information of the routing protocols can be used to build the
ADT. Furthermore route-update messages can be used to keep ADT in concurrence with the routing path
changes. Figure 6 shows the updated ADT after a H—D path changes from Figure 5. This method of
detecting anomaly intrusions is thus lightweight because it uses existing routing data.
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Figure 6: ADTs at nodes after change in route form H to A.
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Figure 7: Node 1 floods route request packet. Figure 8: ADTs built during route reply phase.
Let the cost of writing one byte into a packet be w, the cost of reading one byte from a packet be 7, the
cost of sending a packet be s and the cost of receiving a packet be v. Let n be the number of nodes, m be
the maximum number of neighbors any node has. Let p be the maximum length of any path. The
approximate cost of route request and route reply is n(w + s + mv) and p(s + v) respectively. Therefore the
cost of DSR path discovery is n(w + s + mv) + p(s + v). The cost of constructing ADTs at the nodes is pr.
Let us assume that ¢ messages are sent once a path is discovered and ADTs are constructed. The cost of
writing source-id in a packet is gpw, whereas the cost of reading source-id from a packet is gpr. Therefore
the cost of checking whether the information is coming from an intended neighbor is gpr + gpw. The cost
of Cancel message is p(s+v). Therefore the overhead is (gpr + gpw + pr+ p(s + v)). The cost of message
transmission over p hops is gp(s+v). The ratio of overhead to the energy network consumes on DSR path
discovery and transmission of packets using that path over some time period is (gpr + gpw + pr+ p(s + v))
/ (n(w+ s+ mv) + p(s +v) + gp(stv)). To get an idea of the above ratio empirically, consider a practical
situation in which n=¢=100, m=6, s=v, r=w and p=10, the ratio is (2010 + 20(s/r)) / (2720(s/r) + 100).
The cost of sending a packet is much greater compared to reading a byte from a packet. If we assume s/
to be 100 and all p nodes run IASN, then they can detect all the forged packets at the cost of 1.4 per cent



energy the network consumes on DSR path discovery and transmission of packets using that path over

some time period.
5.2 Constructing ADTs for Directed Diffusion
Directed diffusion is a receiver-initiated protocol. In directed diffusion, destination (sink) floods the

network in search of some data (called as “Interest”) as shown by dotted arrows in figure 9. Whenever
that message reaches source, it floods the network back as shown by solid arrows. Then it reinforces only
one path to sink, which is used for all future communication (see figure 10). It is during the
reinforcement phase that we can construct ADTs on nodes that are on the path. A Cancel message has to
be sent in order to wipe out ADTs if that path is no longer valid. We analyze overhead of IASN similar to
DSR. The ratio of overhead to the energy network consumes on path discovery and transmission of
packets using that path over some time period is (gpr + gpw + pr+ p(s + v)) / 2n(s + mv) + p(s + v) +
gp(s+v)). For n=¢=100, m=6, r = w, s=v, p=10 and s/= 100, the above ratio is 0.011 which is very small.
If all p nodes run IASN, then they can detect all the forged packets at the cost of 1.1 per cent energy the
network consumes on path discovery using directed diffusion and transmission of packets using that path

over some time period.
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Figure 9: Sink floods interest (dotted arrows). Source Figure 10: Source reinforces one route. ADTs can
replies with gradient message (solid arrows). be built during reinforcement of a route.

5.3 Constructing ADTs for table driven protocol (DSDV)
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Figure 11: All nodes maintain routing tables as
shown in table 1 for node 4 in DSDV ([12]).

Figure 12: ADTs are built after node 4 advertises.

In DSDV every node maintains a routing table in which all the possible destinations and the number of
hops to it are recorded (see table 1). Routing table updates are done in two ways: full dump and
incremental. Full dump carries all the routing information whereas incremental carries only those updates,
which have happened after the previous full dump. Table 2 is the advertised route table by node 4. In that



table we can append a field that will tell neighbors what INFO they should expect. When a route table is
advertised, neighbors can construct their ADT (see figure 12). Thus constructing ADT at nodes running
DSDV incurs a very little cost.

Destination | Next Metric | Sequence Destination | Metric | Sequence INFO
Hop No. No.
1 2 2 S406 1 1 2 S406 1
2 2 1 S128 2 2 1 S128 2 INFO,
3 2 2 S564 3 3 2 S564 3
4 4 0 S710 4 4 0 S710 4
5 6 2 S392 5 5 2 S392 5
6 6 1 S076 6 6 1 S076 6 INFO,
7 6 2 S128 7 7 2 S128 7
8 6 3 S050 8 8 3 S050 8
Table 1: Forwarding table of node 4 for the Table 2: Modified advertised route table of
network of figure 11 (modified from [12]) node 4 to construct ADTs (courtesy [12])

5.4 Analysis of IASN
Let us consider a path from source / to destination N through nodes 2,3, ..., N-1 as shown in figure 13.

Source ‘ Destination
—> o —PN_ ) —>(
g1 2 gi EN-1 N

Figurel3: A route from 1 to N

Node / is sending information, INFO to node N. Let f'be the number of packets containing INFO sent by
the source to node 2. Let g; be the number of packets with INFO forwarded by an adversary directly to
node 7 or through neighbors of node i except its predecessor i- to node i for 7 <i < N. All g; packets will
be dropped by source (node /) because source itself generates INFO. Let m; be the number of packets that
reach node 7 for / <i < N. m; is 0 because node / is the source of INFO and it does not accept packets
containing INFO from any other node. We assume that all the packets an adversary sends are destined for
the destination, i.e., node N. We also assume that all the nodes on the path forward packets to their
successor, i.e., internal nodes do not cheat. For the purpose of this analysis we assume that adversary only
tries to infuse INFO packets into the network. It does not masquerade as any other node.

Lemma 1: If node i runs IASN and no node j < i runs TASN, then the probability of detecting a forged

packet at node i is g, /z g,

Jj=2
Proof: Out of nodes 2 through i only node i runs IASN. It receives g; packets from its neighbors except its
predecessor. It will detect and drop all those packets, as those are forged packets sent by adversary. The

number of packets that reach node i is m, = f + z g, -Only f valid packets are sent by the source.
Jj=2



Therefore the total number of malicious packets that reach node i is m, — f. Hence the probability of

detecting a forged packet= g, /(m, — f) = g, /Zgj.l

Jj=2
Lemma 2: Let O={X,, X,, ..., X,} be the set of nodes that run IASN such that and X; <i-7 and X; # X; for
i #jand 2 <j < p. Then the probability of detecting a forged packet at node i that runs IASN is

i1
g g +28))
T

i—1

Proof: Node i will drop g; packets. The number of packets that reach node i is m, = f + g, + Z g;- Out
J=2
JHO

of these only f valid packets are sent by the source. Therefore the total number of malicious packets that
reach node 7 is m; - f It follows that the probability of detecting a forged packet= g; / (m; -f) =

i1
g g+ gl
=

700

Corollary 3: When all the nodes on the route (except source which does not have to run IASN) run IASN
then the probability of detecting a forged packet is /.

i—1
Proof: This is a special case of lemma 2 with p=N-1 and i=N. Since all nodes j < i run IASN, Z g, Is

J=2

JOo

0. The corollary now follows.J]

Lemma 4: Let 0={X,, X,,,..., X} for I < p <N be the set of nodes that run IASN on a route from node /
to node N. Then the probability of detecting a forged packet destined for node N on the route is

N N
(g +>.8)/D g
i=2 =1

00
Proof: Node / will drop g, packets. Each of the node i that runs IASN will drop g; packets. Therefore the

N N

total number of packets dropped is (g, + Z g,;). Adversary sends z g, packets. The probability of
i=2 i=l
00

N N
detecting a forged packet on the route from / to Nis (g, + Z g)/ Z g |

o
5.5 Simulation Results

We simulated IASN protocol using ns2 [17]. For our simulations we considered an area whose

boundary is defined as 100m x 100m. We tested IASN with two routing protocols DSDV and DSR. For
each routing protocol we considered two types of topologies: fixed and random to simulate regular versus
irregular (ad hoc) placements of sensor nodes. This results in four scenarios. In fixed topology 100 nodes
are arranged in a 10 x 10 grid and are uniformly distributed over the area. In random topology, we placed
the nodes randomly in the 100m x 100m area. This experiment was repeated for 1 to 100 nodes that run
IASN protocol for all four scenarios. For all four scenarios an adversary is in one corner and a node under
attack is in a diagonally opposite corner. Node under attack is receiving four different informations from
four sources. When adversary manages to forward forged packet to any node that does not run IASN then
that packet reaches the node under attack and we cannot detect it. So adversary wins when it finds any
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such node. We varied the number of nodes that are running IASN protocol. The nodes that run IASN
protocol are selected randomly. The experimental results show that the number of packets that are
detected increases as the number of nodes that run IASN protocol increased. This was observed for both
the routing protocols DSDV and DSR.
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Figure 14: IASN with DSDV. Figure 15: IASN with DSR.
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Figure 16: Probability of detecting a forged packet  Figure 17: Probability of detecting a forged packet at
on a path. a destination.

From our analysis we found that the probability of detecting a forged packet on a path is proportional to
the number of nodes that run IASN (Figure 16 and lemma 4). The probability of detecting a forged packet
at a destination is as shown in figure 17 (lemma 2).

5.6 Keeping multi-hop information

So far we were associating INFO with immediate neighbor. Let us consider a scenario where a node
runs IASN and it keeps information about 2 predecessors that are forwarding INFO. In general if a node
keeps track of k predecessors that are forwarding INFO then we call it a k-hop IASN. Figure 18 illustrates
various scenarios of multi-hop TASN (i.e. k-hop IASN). We will see later that there is a tradeoff between
k, storage space and number of nodes that run multihop IASN. In figure 18(a) node 5 runs 1-hop IASN
and it drops the packets forwarded by neighbors of node 5 except its predecessor. In figure 18(b) node 5
runs 2-hop IASN. In this case it drops packets forwarded by neighbors of node 5 except its predecessor
(node 4) and packets forwarded by neighbors of node 4 except its predecessor (node 3). In figure 18(c)
nodes 4 and 5 run 2-hop TASN. In this case they detect forged packets forwarded by neighbors of node 3,
4 and 5 except their predecessors (2, 3 and 4 respectively). Note that even if we run 1-hop IASN at node 5
(and node 4 still runs 2-hop IASN) the same number of packets will be detected. This implies that running
2-hop IASN on successive nodes is same as running 2-hop IASN on the first node and 1-hop IASN on the
second node. Figure 18(d) implies that running 2-hop IASN on alternate nodes is same as running 1-hop
IASN on every node. But with this approach we have to send ids of 2 nodes in a packet. So we double the
number of ids that we send in a packet. We also generate and store ADTs on only half of the nodes
compared to a 1-hop approach. We have to update packet only on alternate nodes instead of every node.
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The above approach can be easily generalized for k-hops. If nodes that are k-hop apart run k-hop TASN
then it is same as running 1-hop IASN on all nodes.

Ni Ni Ni INFO/4
7 7 .’ — v — v 7
1 2 3 N
—] S ——
Source ? f K f x Destination
X v v v X
(a) Node 5 runs 1-hop IASN
J J J INFO/3.,4
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(b) Node 5 runs 2-hop IASN
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(c) Nodes 4 and 5 run 2-hop IASN
INFO/1,2
J J J INFO/3.,4
N N : J N
1 p 2 3 (’ N N 5 — N
%
Source ? f f Destination
X X X X X

(d) Nodes 3 and 5 run 2-hop IASN

Figure 18: Multi-hop IASN.
Legend: v are neighbors whose packets will be accepted by nodes running IASN and X are neighbors whose

packets will be dropped.

Lemma 5: If node i runs 2-hop IASN and no nodej < i runs IASN or 2-hop TASN, then the probability of

detecting a forged packet at node i is (g, + gi_l)/Zg_/ for 2 <i< N.

Jj=2
Proof: Out of nodes 2 through i only node i runs 2-hop TASN. Node i receives g; packets from its
neighbors except its predecessor node i-/. Node i-/ receives g;; packets from its neighbors except its
predecessor i-2. Node i will detect and drop (g; + g..;) forged packets. The number of packets received by
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node i is f +Zg_/ |2<i< N. Out of these packets only f valid packets are sent by the source.

Jj=2

Therefore the number of forged packets that reach node i is z g ;. The probability of detection=

Jj=2

(g; +gi—1)/zg_/'l
=

6 Application layer
6.1 Round trip time

At application layer, round trip time can be used for intrusion detection for a bi-directional
communication. We associate round trip time with a neighbor. If the round trip time for some neighbor is
not in an estimated range, that neighbor can be flagged. Similar to RSSI technique, there are many factors
like background noise, weather conditions etc. that can lead this approach to produce large number of
false positives. Hence this approach should be used in combination with others.

6.2 Mutual Guarding

Another approach that can then be used at application layer involves nodes, which guard each other
from an adversary that tries to masquerade as one node to another. We use the broadcast medium (which
is a weakness as far as security is concerned) to our advantage. In the following subsection we explain
this novel approach for 2 nodes. Throughout the rest of the paper, for simplicity and clarity, we assume
that nodes have omnidirectional antennas and their transmission area is a circle of radius R.

6.2.1 Two nodes guard each other:

Transmission area of Transmission Two nodes X and Y (of communication range
node area of node & R) have discovered that they are neighbors and
\‘ hence they can receive packets from each other.

An adversary of range R has to be inside the

area occupied by two circles to communicate
with either node (see figure 19 where node B is
such an adversary). If adversary sends a packet
to Y with source field set to X from the common
area occupied by 2 circles, then X will receive
that packet as well. X can thus detect that
someone is trying to masquerade as him. If
adversary is in the common area occupied by
two circles then masquerade can be detected.
However note that we cannot detect an
Transmission adversary (even if it sends from the common
T area of node ¥ area), if it has a very small range because it can

go very close to one node and send a packet (it
is like whispering to someone so that others in
the room do not hear anything. In figure 19 node
A can be such an adversary). Another node will
not be able to listen in on the transmission and
hence will not receive the packet. Let r be the
distance between X and Y. The common area is 2R* (cos™(t/2R) — (r/2R)(1-(t/2R)?)*’). Total area
occupied by two circles is 2ITR*- 2R (cos™ (r/2R) + (1/2R)(1-(1/2R)*)"?). If adversary chooses the location
randomly then the adversary is equally likely to be anywhere in the area occupied by the two circles.

Transmission atea of
node B

Figure 19: Two nodes X and Y that are distance r apart
have transmission range of R.
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Therefore the probability of detection is 2R? (cos™(1/2R) — (t/2R)(1-(r/2R)*)*?) / (2IIR? - 2R? (cos™'(1/2R)
+ (r/2R)(1-(r/2R)*)"%). Ratio /R can take values form 0 to 1. Figure 20 shows the probability of detection
against the ratio r/R. If two nodes are very close to each other, the probability of detection is very high.
Similarly if they are far apart the probability of detection becomes very low. This also gives insights on
how to place nodes in a WSN. Adversary of range greater than R may go undetected because it can
position itself such that it is able to communicate with only X or Y. In the next subsection, we show how
the above idea can be extended for three nodes.

R:Communication range; r: Distance between nodes 6.2.2 Threg nodes guard. ea?h other: If three
1 nodes are in the communication range of each
other then they can guard each other from a

masquerade attack better (see figure 21). For

\ example if an adversary tries to send a packet to
B by changing the source field to A from an area

\‘\.\‘\’\‘\‘ AB then A will receive that packet as well and

3 can detect an intrusion. But adversary can

0 ‘ ‘ : : masquerade as C from some part of an area AB.
0 02 04 06 08 ! If an adversary sends a packet from area AB,
R area BC or area AC, it will be received by at

Figure 20: Probability of detection against r/R least two nodes. Those nodes can guard each
other. Similar to 2 nodes case, adversary of very small communication range will go undetected.

Sometimes we cannot detect adversary of range greater than R because it can position itself in such a way
that the packets it sends are received by only one node.

0.8

o
o
|

o
~

Probability

o
N
|

6.2.3 Detection of masquerade using triangulation: The techniques discussed above can be extended
for 4 nodes. The triangulation technique for detecting masquerade can be used as shown in figure 22. Let
R be the radio range of all the nodes. Suppose node X has discovered that A, B and C are its neighbors.
A, B and C are placed in such a way that the area in which they can transmit, completely occupy the area
in which X can transmit. So if adversary has range less than or equal to R and it wants to send a packet to
X, it must be in the inner circle. One or two neighbors of X will receive that packet. A, B and C have

Areg AR neighbor information and they know that they are not
Area ABC reachable from each other. So if A gets a packet with
source field set to B or C then A will guess that it is a
forged packet. If adversary tries to masquerade as A
from area-A then A will receive that packet and will
guess that there is an intrusion and someone is trying
to masquerade as him. In some cases 2 nodes will
detect masquerade. If adversary tries to send from
area-AC, node A and C can detect it, similarly for
area-BC and area-AB. Total area occupied by 4 nodes
is (IT + 3”*)*R% The area where packets from the
adversary will be detected is IIR®. Therefore the
probability of detection is IT / (IT + 3*%) = 0.3768.
Area AL Probability of false positives is 0 and the probability of

Area BC Transmission

area of node

Transtmissio false negatives=0.6232.
narea of Tratsmizsion area of .
node B 6.2.4 Placement of nodes: The above idea can be
node & extended for a whole network. If we place nodes in
Figure 21: Three nodes A, B and C such a way that the radio range of inner nodes is

completely covered by surrounding nodes, then inner
nodes are secured against masquerade attack. The nodes on the boundary are not completely covered, so
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they are not completely guarded. Let N be the number of nodes. Let #; be the set of neighbors any node i
has for 1 <i < N. If node i receives any packet with source field set to x such that x L n, then node i can

drop that packet. If a node receives a packet with source field set to its own id then it can conclude that
someone is trying to masquerade as him. If any node drops a packet that does not come from its
immediate neighbor then a node can prevent masquerade. If there is a mechanism to securely inform other

nodes about the intrusion then the attempts of

iires AC masquerade can be prevented.
Brea C

For simulation of the above idea, we randomly

Hode X at placed 100 nodes in an area 100m x 100m. We

the center assume that the adversary has the same
Area BC transmission range as all the nodes. Every node is
equally likely to be masqueraded. For each node,

AreaE adversary finds out its neighbors and tries to

masquerade as its neighbor. For each node, we
place adversary at 100 random locations from
where it can transmit a message to that node. It

Area 4 Ayea AF tried to attack all the nodes. Figure 24 shows the
percentage of detecting masquerade attack across
Figure 22: 4 nodes with transmission range R the network against the transmission range of

nodes. It is obvious that more peers guard each

node if transmission range is greater. Therefore
Transmission range and % of detecting h £d . . ith i
masquerade t e perceqtage of detection increases wit Increase
in transmission range. But a larger transmission
] RXARAAAAAAN A range consumes more energy for transmission.
@ | . .
% Therefore higher percentage of detection can be
o c . .
g2 achieved at the cost of more consumption of
EZ 4 energy due to larger transmission range. The
. 20 above technique also involves the cost of
0 o™ overhearing. Our future work involves proposing
135 7 9 NTISASTT 192123252729 31 3335 3739 sleep wakeup schedules for nodes to minimize
Range (in m) . . . .
overhearing while achieving the same percentage

Figure 23: Effect of transmission range on of detection.
percentage of detection of masquerade.

7 Discussion and Conclusion

We propose lightweight techniques that detect anomalies at all layers of a network stack in a sensor
network. We assumed that the adversary comes into play after deployment and does not interfere with
initial setup. At physical layer we propose using RSSI values of neighbors to detect masquerading. This
mechanism generates many false positives due to background noise, weather conditions etc. and hence
must be used in combination with other approaches. At MAC layer we propose mechanisms that work for
schedule based and newly proposed sleep/wake-up based MAC protocols. At routing layer we propose
IASN protocol. We have shown that it can be used for source initiated routing protocols, table driven
routing protocols and data dissemination mechanisms like directed diffusion. The probability of detection
increases linearly with the number of nodes running IASN. Running k-hop IASN on nodes that are k hops
apart is same as running [ASN on all nodes with 1-hop information. We have shown that ADTs can be
built while discovering routes for source initiated routing protocols, table driven routing protocols as well
as data dissemination mechanisms like directed diffusion. The storage overhead of ADT is proportional to
the number of neighbors. Approximate overhead of IASN is 1.4 percent of the energy network consumes
on DSR path discovery and transmission of packets using that path subsequently. Similar overhead is 1.1
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percent for directed diffusion. At application layer we propose a novel idea in which nodes guard each
other from masquerade. Notably all the techniques have very low false positive rates except RSSI and
round trip time. Mechanisms proposed at physical, MAC and application layer for detecting
masquerading should be used concurrently to increase the probability of detection and to decrease the
probability of false positives. Investigating interrelationship between the proposed mechanisms and new
attacks that could be detected by using different combinations of these mechanisms is part of our future
work. The main advantage of all techniques is the low overhead, which makes our approach energy
efficient. Table 3 summarizes our results. Our future work also involves extending these techniques for
detecting insider abuse.

Physical RSSI value. Detects masquerade.  Calibration of RSSI value  Large number
for each neighbor. of false
positives.
MAC TDMA: Check if adversary  Detects masquerade.  Keep track of TDMA None.
follows TDMA schedule. schedules of other nodes.
S-MAC: Check if sender is  Detects masquerade.  Keep track of sleep-wake  None.
supposed to be sleeping. up schedules of other
nodes.
Routing For any routing protocol, Guarantees Constructing ADTs. None.
check if neighbor and the information Updating previous hop in
expected information authentication. a packet.
matches.
Application  Use triangulation to detect ~ Detects masquerade. ~ Nodes always have to Overhearing.
intrusions. listen.
Round trip time. Detects masquerade.  Precise calibration of Large number
range of round trip time of false
for each neighbor. positives.

Table 3: Summary of the proposed techniques.
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